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The rapidly evolving security landscape 
globally has made it necessary for law 
enforcement agencies to be equipped with 
the latest technological tools that allow them 
to collect, collate and analyse data from an 
extremely broad range of sources. Human 
progress has been concurrent with the 
evolution of technologies and there is a 
tendency to see it as a solution to many 
intractable problems including those faced in 
the realm of internal security.

The future of law enforcement is a very 
pertinent topic to today’s public discourse. As 
the world changes, new forms of crime, new 
advanced technologies and evolving 
relationships with the communities police 
protect are all shifting the foundations of 
police work. Consequently, there are many 
challenges that law enforcement agencies are 
facing, and thus new tools and policing 
strategies will be at the forefront of changes 
with law enforcement in the future. Predictive 
Policing is one such concept. It has a lot of 

potential and this is evidenced by the 
instances of success that have been put forth 
by different police forces around the world. 
Delhi Police has been a pioneer in 
appreciating the concept and looks forward to 
deploying innovative solutions to further its 
mandate and thus keeping the community 
safer and improving its connection with the 
people it serves. Technology offers options for 
the police for rightful propagation of its 
towards public safety as well. 

I sincerely hope that this knowledge paper 
proves to be insightful and material in 
understanding the key drivers, challenges 
with the usage of Predictive Policing solutions, 
newer application areas and the way forward 
for providing the citizens with a safe, secure 
and harmonious way of life. I congratulate the 
AGNIi Mission for its work in this realm and its 
partnership with the Delhi Police. 

Sanjay Beniwal, IPS
Special Commissioner of Police,
Delhi Police

SPECIAL MESSAGE
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Over the past several decades, law 
enforcement agencies have implemented an 
array of technological advancements to 
improve operational efficiency and outcomes, 
especially to improve efficiency, effectiveness 
and transparency. However, much remains to 
be known about the prevalence and utility of 
technology among the law enforcement 
agencies and the factors that influence its 
selection and implementation.

Law enforcement agencies across the globe 
are turning to technology to help solve the
conundrum by finding ways to not just fight 
crime but prevent it. At the forefront of this 
adoption is predictive policing—a technique 
that has acquired newfound importance with 
the advancement of big data analytics. Herein 
lies the opportunity for Industry as well to 
create an infrastructure with the objective to 
gather information alongside solutions that 

efficiently assimilate this data to generate 
actionable intelligence. For law enforcement 
agencies, centralised data systems, intelligent 
use of the information already available, and 
multifaceted analytics programs will 
accelerate the growth of predictive policing.
            
Delhi Police has always been at the forefront 
of adopting modern technologies and new 
innovations to upgrade its response and 
strengthen its capabilities . Its partnership 
with AGNIi Mission and Invest India is a 
testimony to it . I congratulate Invest India on 
the the perspective report related on 
Predictive Policing which gives insights into 
the concept and also showcase the 
opportunity to the industry for potential 
partnerships to strengthen the law 
enforcement agencies and play a strategic 
part in the realm of internal security .      

Prem Nath, IPS 
Joint Commissioner of Police,
Technology & Project 
Implementation & CyPAD 
Delhi Police 
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One of the most important prerequisites of 
economic growth is the effectiveness of 
society to prevent crime. Our businesses and 
social relationships are underpinned by trust 
and a sense of security, which is shaken with 
the occurrence of crime. For the shared 
prosperity of the nation, tackling crime is a 
sine qua non. The rapid proliferation of 
technology has enabled crime and criminal 
networks to target victims and operate much 
more ferociously. Ranging from white-collar 
crimes such as online fraud to crimes that we 
may encounter on desolated streets such as 
robbery, criminals have taken pains to become 
tech-savvy. We are now witnessing how these 
criminal gangs are leveraging low-cost 
technologies to cause damage to businesses 
across their scale of operations. 

Recognising the role of policing as a key 
determinant of long-term economic growth is 
essential. Law enforcement agencies across 
the country are adopting new technologies at 
a rapid pace. With this context, our Police 
forces must be provided with sophisticated 
and customised technological solutions for 
them to be ahead of the curve. Predictive 
policing holds much promise and has seen 
successful implementation across multiple 
countries. It has been used to not only secure 
communities but involve them more 
meaningfully in the policing process. Whether 
drug-related crimes or home invasions, 
predictive policing solutions have enabled 
forces to use their limited resources to the best 
of their abilities. The sense of security it can 
foster within communities, and the 
confidence it can provide businesses is vital in 
the long run. Data-generating police 

technologies require new rules and new ways 
of thinking about long-term costs and 
controls. Acquiring data-collection technology 
is unlike other equipment procurement 
because the costs and downstream effects are 
connected not just to the physical hardware 
but to the resulting data governance required. 
The use of emerging technology is not an 
add-on, but an absolute necessity with police 
forces worldwide as the nature of crime 
evolves. 

Advances in surveillance, communication, and 
other force-multiplying technologies will 
provide police forces around the world a major 
fillip in tackling crime across societies. 
Increasing the capabilities of our police forces, 
reducing their response times, and enabling 
them to curb crime before it occurs is a key 
building block for India’s economic ambitions. 
While predictive policing presents itself as a 
powerful and multifaceted tool, it must tread a 
fine line between the pressing demands of 
security and the rights of citizens. India has 
been rapidly overhauling its legal framework 
in the realm of privacy, social media 
regulation, and the digital world. As India 
continues to digitise, predictive policing is a 
natural progression that will have a 
fundamentally Indian texture to it. 

I wish AGNIi Mission and SIRU the very best in 
its work in the realm of Internal Security and 
Defence where they are not only to aiming to 
empower India with indigenous 
security-related technology but also, make 
internal security sustainable. 

Deepak Bagla
MD & CEO
Invest India

SPECIAL MESSAGE
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Part-I: Predictive 
Policing: An Overview
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Predictive Policing is an umbrella term for practices that enable law enforcement to make 
statistical predictions for police intervention and crime prevention. Of prime importance is 
the use of quantitative techniques for informed decision making within the policing process, 
with the ultimate aim of better resource allocation, reduced response times, and pre-emptive 
actions leading to quantifiable improvements in key indicators1.

The adoption of predictive policing is an expected 
consequence of law enforcement’s ability to access 
and generate data, structure it, and subject it to 
analysis. This analysis of complex information, which 
was not hitherto available in structured forms, leads to 
greater accuracy in forecasting crime and further aids 
policing process.

Pertinently, predictive policing is not a substitute for 
traditional policing instead it is a force multiplier- 
means of identifying patterns that helps law 
enforcement to prevent and respond to crimes. 
Similarly, it is not a standalone effort but a collaborative 
interplay of multiple processes which further 
contextualise and draw out key observations from 
pre-existing information flows. Law enforcement 
across multiple jurisdictions have been slowly adopting 
predictive policing techniques, and we have a wealth of 
data suggesting that predictive policing techniques 
are a significant improvement from existing best 
practices2.

In line with the ongoing digitalisation of the Indian 
economy and society, the adoption of a data driven 
approach to policing can massively augment policing 
capabilities. The importance of the law enforcement 
machinery as a stakeholder in India’s social and 

economic progress cannot be 
understated, with the experience of 
states such as Uttar Pradesh 
indicating the positive impact of an 
improved law and order situation to 
ensure ease of doingbusiness3.

Introduction

01

1. Predictive Policing: The Role of Crime Forecasting in Law Enforcement Operations (ojp.gov)
2. https://www.tandfonline.com/doi/abs/10.1080/01621459.2015.1077710

3. Ease of doing business in UP: Better law and order behind the leap, say police | India News,The 
Indian Express
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“Today’s police have to be SMART, 
with each letter of the acronym 
having a definite and specific 
meaning. Only then will there be a 
new and big awakening among the 
huge police force that we have.” 

Narendra Modi
Prime Minister of India

02
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“Today’s police have to SMART, with each letter of the acronym having a 
definite and specific meaning. Only then will there be a new and big 
awakening among the huge police force that we have.” 

- Narendra Modi
Prime Minister of India

The requirements of the modern police forces have been appropriately captured 
by Prime Minister, Narendra Modi in the word "SMART”. He emphasised that a 
professionally efficient, technologically enabled and socially sensitive police 
upholds the rule of law and human rights in all situations and is also engaged 
optimally with the community.  Therefore, a new way of policing is defined 
through a set of five principles :

03

 This principle 
emphasises on the 

partnerships that can 
achieve long-term 

benefits for the 
police force. It needs 

to be strict while 
enforcing the rules of 

the land and being 
sensitive to the social 

sentiments of the 
general public. The 
understanding of 

social sensitivity can 
be further enhanced 
by a tacit partnership 

with society.

Police needs to 
increase its outreach 

and efficiency by 
adopting newer 

technologies and 
means of mobility.

Alertness can be 
enhanced by 

strengthening 
intelligence network 
and in-depth analysis 

of information 
gathered. 

Additionally, 
partnerships with the 
society to have more 
eyes and ears on the 
ground will improve 
the alertness about 

the day-today 
activities in the 

neighborhood. The 
smart police have to 

be accountable to 
citizens and to the 
government for its 

actions.

In smart cities, police 
needs to be more 

responsive and 
should act on any 
input information 

from various 
mediums such as 

phone calls, emails, 
IoT devices, panic 
buttons, etc. With 

improved 
responsiveness and 

effective actions, 
reliability on police 

increases 
dramatically.  

This principle 
highlights utilising 

modern IT 
applications that are 
more accessible by 

public. This helps the 
police in 

crowd-sourcing data 
through the public 

and increasing 
intelligence, in case of 

attack. The police 
needs to be trained 
enough to analyse 

and make use of the 
information collected 

through various 
means.  

Strict and 
Sensitive 

Modern and 
Mobile

Alert and 
Accountable

Reliable and 
Responsive

Techno-savvy and 
Trained
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Predictive policing is a concept that 
captures the idea into operation. In recent 
times, big data technology has 
revolutionised many domains, including the 
retail, healthcare and transportation 
sectors. However, the use of big data 
technology for policing has so far been 
limited, particularly in India. This is despite 
the police collecting a vast amount of digital 
data daily. There is a lack of research 
exploring the potential uses of big data 
analytics for policing in the Indian context. 
Primary research in the form of interviews 
and interactions with police officers of 
various tiers held by the authors as well as 
experts from the technology sector and 
academia has provided new insights into 
the limitations of the police’s current use of 
data and the police’s priorities for 
expanding these capabilities.

Among the numerous ways in which big 
data technology could be applied to 
policing, four are identified as key priorities. 
First, predictive crime mapping could be 
used to identify areas where crime is most 
likely to occur, allowing limited resources to 
be targeted most efficiently. Second, 
predictive analytics could also be used to 
identify the risks associated with 
individuals. This includes identifying 
individuals who are at increased risk of 
re-offending, as well as those at risk of going 
missing or becoming the victims of crime. 
Third, advanced analytics could enable the 
police to harness the full potential of data 
collected through visual surveillance, such 
as CCTV images and Automatic Number 
Plate Recognition (ANPR) data. Fourth, big 
data technology could be applied to 
open-source data, such as that collected 
from social media, to gain a richer 
understanding of specific crime problems, 
which would ultimately inform the 
development of preventive policing 
strategies.

There are at present several practical and 
organisational barriers to implementing 
these technologies which are being 
addressed in a structured manner. The era 
of technology and its operations, in a 
silo-based manner, is past gone. Finally, 
there are significant legal and ethical 
constraints governing the police’s use of 
data, although these are not the main focus 
of this report. 

04

The research has identified many 
fundamental challenges in the police’s 
current use of data. In particular, mention of 
the fragmentation of databases and 
software applications is a significant 
impediment to the efficiency of police 
forces, as police data is managed across 
multiple separate systems that are not 
mutually compatible. Moreover, in the 
majority of cases, the analysis of digital data 
is almost entirely manual, despite the 
software being available to automate much 
of this process. In addition, police forces do 
not have access to advanced analytical tools 
to analyse unstructured data, such as 
images and video, and for this reason, are 
unable to take full advantage of the 
wide-reaching capabilities.
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Predictive policing is founded upon a basic 
premise of criminology, that crime is not 
randomly distributed but arises from an 
intermesh of factors leading to patterns in 
the incidence and characteristics of crimes4. 
What this implies is that the spatial and 
temporal distribution of crime, its victims, 
and offenders can be conceptualised at least 
partly as a function of identifiable factors5. 
These factors are dynamic and interact with 
a range of networks, such as community 
based or institutional, across time and space. 
Concomitantly, studying and appropriately 
modelling these factors can enable law 
enforcement to statistically foresee when, 
where, and which crimes are being 
committed across their jurisdiction. Careful 
use of Artificial Intelligence (particularly 
Machine Learning) along with insights from 
criminology and the police force’s 
observations can turn data such as FIR 

information, demographic trends, 
complaints, arrests etc. into layered, 
structured substrata from which insights 
can be obtained on close to real-time basis.

Predictive policing is not a homogenous 
system or methodology but involves various 
approaches, technologies, and theories6. The 
theoretical and technological choices 
involved in setting up a predictive policing 
system with its models correspond to the 
roles which law enforcement intends to play 
within the society- the traditional law and 
order role, community policing, facilitation, 
crime prevention etc. Therefore, predictive 
policing is best envisaged as a tailor-made 
approach towards achieving specific goals 
set by law enforcement for itself through a 
sound interpretation of data available at its 
disposal. 

05

Essence of 
Predictive 
Policing

4. Patterns in Crime | Office of Justice Programs (ojp.gov)
5.https://www.google.co.in/books/edition/The_Oxford_Handbook_of_Environmental_Cri/
93BGDwAAQBAJ?hl=en&gbpv=1&pg=PA6&printsec=frontcover
6. https://ssrn.com/abstract=3516382

7.https://www.rand.org/content/dam/rand/pubs/research_reports/RR200/RR233/RAND_R
R233.sum.pdf

Predictive methods currently in use around the world can be categorised through
their purported objectives7:

Crime prediction:
Methods of forecasting places and 
times with increased chances of crime

Offender prediction:
Used to identify individuals at higher 
risks of committing crimes
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Modern predictive policing systems often encompass multiple objectives, 
and use sophisticated human-guided Artificial Intelligence to better 
understand the relationships between the above objectives. The end result 
is a continuously improving, increasingly accurate, and progressively 
responsive system generating actionable insights for law enforcement to 
reduce the incidence of crime.�

8. Management Predictive Policing.pdf (businessofgovernment.org)
9. (iaeng.org) 13. Social Network Analysis in Predictive Policing | SpringerLink
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Profile building: 
Create profiles which match likely offenders to past 
crimes to streamline the investigative process

Victim prediction:
Approaches to identify groups or individuals 
susceptible to be victims of crimes.

Spatial Analysis
This technique is well known 
in criminology by its most 
prevalent subset- hotspot 
analysis. IT intends to identify 
spaces (hotspots) amenable 
to the commission of a 
crime, prevalence of 
criminals, or existence of 
vulnerable populations, and 
appropriately allocate 
resources such as police 
patrols. Hotspot analysis 
remains one of the most 
used predictive policing 
tools9 due to its flexibility, 
adaptability, and 
congruence with prevalent 
police practices. 

Social Network Analysis
As against times or spaces of 
interest, social network analysis is 
deployed for the identification of 
persons of interest- most likely 
victims or offenders. All organised 
crime involves various 
relationships forming networks of 
coordinating individuals; a drug 
dealing network, for example, 
involves distributors, smugglers, 
money launderers etc. This 
analysis helps law enforcement to 
identify central nodes in these 
networks, i.e. key players which 
are important to the operation of 
these networks (which are 
embedded in and interact with 
their broader socio-economic 
context). This has found use not 
only in the organised crime 
context but also with regards to 
the radicalisation and recruitment 
patterns. Ultimately, it enables law 
enforcement to disrupt these 
networks, predict their patterns, 
and reduce their effectiveness13.

Spatial-temporal Analysis
While Spatial analysis tends to 
fulfil the most basic policing 
needs, Spatial-temporal 
analysis is of particular use in 
highly dynamic contexts 
where crime patterns respond 
to law enforcement or other 
factors in terms of their 
occurrence across spaces and 
times. This is most commonly 
observed in crimes involving 
organised gangs organised 
groups where perpetrators 
respond to multiple factors 
and have the capability to 
take coordinated decisions. 
The spatial-temporal analysis 
enables law enforcement to 
continue being proactive and 
not reactive towards shifting 
incidences of crime, leading 
to consistently lower crime 
rates. 

Broad Predictive Methodologies Employed byLaw Enforcement Agencies8:
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How Predictive
Policing
Works
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All interventions require those carrying it out 
to have sufficient information at hand for 
operational success. This implies situational 
awareness for officers and analysts involved in 
interventions. After successful conduction of 
interventions, law enforcement requires rapid 
assessments of the altered environment to 
look for problems and gauge effectiveness. 
This data forms the bedrock for analysing 
long-term criminal behaviour and change 
thereof, which feeds into the dataset for 
predictive technologies as the cycle starts 
again. As more data is introduced to the 

system, the system becomes more accurate, 
and the process continues.

The process is by no means passive; from data 
generation, algorithmic choices, and analysis 
to the drawing of inferences, predictive 
policing requires constant tweaking, inputs, 
and supervision. Above all, it demands the 
active use, involvement, and engagement of 
police officers and the communities they 
serve.

08

Unique Challenges Require Customised Responses

Defining the contours and objectives of any 

predictive policing system has prerequisites 

that are integrated into the system 

architecture. While some of them are 

technical choices, many involve the goals, 

assumptions, experiences, and roles of law 

enforcement becoming embedded in the 

system. Similarly, the socio-economic, 

sociological, cultural, and institutional 

context of crime differs from place to place, 

which implies that specific models need to 

be evolved by practitioners for their unique 

requirements. The European Crime 

Prevention Network, for these reasons, 

recommended police forces draft their 

own software rather than opt for 

off-the-shelf commercial 

solutions15.

15. 10._recommendation_paper_predictive_policing_update_0.pdf (eucpn.org)
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One of the leading and most deployed 
methodological conceptions of predictive 
policing is the strategy of risk terrain 
modelling. The physical reality of a city is 
viewed as a terrain of overlapping risks, 
where the more proximate such risks, the 
more are the chances of crime. At its heart 
lies the reformulation of police forces to be 
“risk management agencies” which work 

in tandem with governments and 
communities to work on strategies that go 
beyond specific deterrence. The underlying 
idea is that place-based risk factors lead to 
a concentration of the risk of crime, and 
dealing with these factors reduces such 
risk.

A complex, diverse, and deeply interconnected 
setting, such as a metropolis, naturally 
requires the processing of massive amounts 
(and types) of data for its policing. This 
warrants competence in the use of Big Data - a 
term germane to description rather than 
definition. In a nutshell, Big Data refers to large 
datasets from multiple sources which offer a 
very fine resolution of their subjects. It is 
characterised by three features: Volume 
(magnitude of data), Velocity (speed of 
transferring data), and Variety (data sources). 
This data then needs to be structured and 
stored in formats that allow for it to be 
analysed, manipulated and linkages to be 
drawn. This necessarily requires law 
enforcement to expand their data designs 

with Big Data in mind, with the ability to filter, 
link, and fuse data in focus16.  In practical terms, 
this includes noting the time and place of 
crimes with precision in real-time, providing 
structured details as to the crime itself, and 
setting up a robust means of fusing real-time 
data from a variety of sources such as CCTVs 
and social media. The active use of Big Data in 
real-time results in a Domain Awareness 
System (DAS)- the creation of a layered, 
enhanced, and granular software-enhanced 
picture of the present by fusing thousands of 
data points17. This DAS enables the fullest use 
of predictive policing as an integrated, 
cohesive approach. 

16. Policing in the Era of Big Data (annualreviews.org)
17. Policing by Numbers: Big Data and the Fourth Amendment by Elizabeth E. Joh :: SSRN

09

Risk Terrain
Management

Big Data

Unique Challenges Require Customised Responses
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The adoption of data fusion, Big Data, and 
predictive analytics, however, needs to be 
centred around law enforcement officers on 
the ground. Established commercial solutions 
keep the policeman on patrol at the centre of 
their data delivery process; insights are 
crunched into real-time information in an 
easily digestible form for officers to take 
action on. For example, HunchLab18, the 
commercial solution behind Chicago’s 
predictive policing solution known as the 
Strategic Subject List19, actively employs a 
community approach through handheld and 
tablet based mobile solutions. These devices 
give a real-time, accessible input to officers 
regarding where and when to patrol, apart 
from recommending specific tactical 
interventions depending upon the evolving 
situation20.

Similarly, PredPol- which finds use across 
police departments such as Los Angeles, USA, 
deploys, deploys computer-generated maps 
and rolls to highlight predicted areas of risk, 

thus channelling resources to these areas 
pre-emptively21.

Therefore, some academics hold predictive 
policing to be both an improvement and a 
consequence of the contemporary 
benchmark of Intelligence-Led Policing (ILP). 
The key difference is that ILP necessitated law 
enforcement to be proactive about getting 
data (i.e. running requests or making 
enquiries), whereas predictive policing 
systems push data to the officers, aiming to 
anticipate their informational needs before 
the officer may require such an input. In the 
same vein, such input can now embody 
linkages, analysis and connections which 
would have otherwise been labour intensive 
to generate (and in some cases, unfeasibly 
also)22. The key to truly unlocking value, thus, 
relies upon officers and those drawing up a 
strategy to be well integrated, adjusted, and 
provided with data in simple and actionable 
terms.

Predictive policing, as an approach, sits at 
the cusp of a number of potential difficulties 
and legal challenges during the course of its 
implementation. Consistent and thoughtful 
system architecture during the setup of a 
predictive policing system can minimise 

these risks and foster an environment of 
trust amongst stakeholders. One can divide 
these concerns along three interrelated 
axes: Accuracy, Fairness, and Transparency23.

Poor quality of data, insufficient data, errors, 
and unsuitable algorithmic choices 
all go into reducing the accuracy and 

effectiveness of the predictive policing 
process.

11

Officer Centrality

Challenges

Accuracy

18.  36725-456333490-1.pdf (azavea.com)
19. Jon Fingas , Chicago Police See Less Violent Crime After Using Predictive Code , 
Engadget (Aug. 8, 2017 ) . 
20. Maurice Chammah, Policing the Future , The Marshall Project (Feb. 3, 2016).

21. Predictive Policing Technology | PredPol
22. Ratcliffe JH. 2008. Intelligence-Led Policing. Cullompton, UK: Willan Publ.
23 Artificial Intelligence, Predictive Policing, and Risk Assessment for Law Enforcement 
(annualreviews.org)
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Fairness

The intense scrutiny of policing practices 
around the issues of racial equality in the 
United States have refocussed attention 

about predictive policing and rights. The 
most pressing are the twin issues of 
discrimination and privacy.

12

Of particular salience is the careful selection 
of what assumptions are going into the 
algorithms behind the system. A number of 

very basic assumptions and postulates may 
be overlooked24, such as:

Data used accurately reflects reality: 
Criminologists worldwide agree that gaps 
between actual crime and reporting tends to 
be systematic and rooted in the institutions of 
society25. This can often be overlooked, and 
lead to over-policing of areas with better 
reporting while underpolicing of areas with 
perhaps more crime but rampant 
underreporting. This skews police responses 
and can lead to further marginalisation of 
crime hit areas26 and create feedback loops27. 
A related issue is that of proper 
characterisation, classification28, and the 
discretion involved in the recording process29.

Future is like the past: Social and cultural 
change alters the way particular crimes 
are percieved and committed. Similarly, 
police action and institutional changes 
impact crime30. Predicting these changes 
will be difficult without an 
understanding of its relevant dynamics. 
Naturally, a strong intelligence and 
awareness network along with 
community involvement is needed.

Variable selection: The choice, 
weightage, and role of variables within 
the algorithm is key, and of particular 
interest is the possibility of omitted 
variables being significant. A 
hypothetical example is of a Machine 
Learning algorithm predicting traffic 

violations- while attributes ‘young’ and 
‘male’ would be picked up (since those 
are more likely to be recorded), the 
variable ‘aggression’ would be more 
appropriate31. Thus, what to record, what 
to omit, and how to incorporate these 
variables has to be a multi-disciplinary 
exercise. Selection of models and 
algorithms also follow a similar logic- not 
only do circumstances and institutions 
impact algorithms, but also the goals of 
law enforcement and the roles they 
intend to play.

Primacy of place: Focus on location or 
hotspot analysis is not appropriate for all 
kinds of crimes.  For instance while 
robberies and burglaries can be well 
predicted, sexual crimes or homicides 
less so32. Another important category of 
crimes which require different 
approaches are those arising from 
intimate or market relationships33. This 
ties into the importance of algorithmic 
choice mentioned above.

24. Full article: Algorithmic prediction in policing: assumptions, evaluation, and accountability 
(tandfonline.com)
25. Harcourt, B.E., 2007. Against prediction: profiling, policing and punishing in an actuarial age. 
Chicago, IL: University of Chicago Press.
26. Big Data and Its Exclusions by Jonas Lerman :: SSRN
27. ensign18a.pdf (mlr.press)
28. Calders, T. and Žliobaitė, I., 2013. Why unbiased computational processes can lead to 

discriminative decision procedures. In: B. Custers, T. Calders, B. Schermer and T. Zarsky, eds. 
Discrimination and privacy in the information society: data mining and profiling in large 
databases. Heidelberg: Springer, 43–60.
29. Barocas, S. and Selbst, A.D., 2016. Big Data’s disparate impact. California law review, 104, 671.
30. Is Big Data challenging criminology? - Janet Chan, Lyria Bennett Moses, 2016 (sagepub.com)
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Existing police practices, and thus the 
corpus of data collected, is often tainted 
with discriminatory conduct of a few 
personnel. Such existing patterns of 
discrimination which reflect in phenomena 
such as the over-policing of certain 
neighbourhoods or communities can be 
carried over, or even amplified, in systems 

using such datasets34. Careful algorithmic 
choices, understanding variables, 
community involvement and personnel 
sensitisation have a combined effect in 
ensuring predictive policing systems do not, 
inadvertently, produce discriminatory 
results35. 

India is set to introduce legislation36 
concerning Data Protection on the back of 
the Supreme Court holding the Right to 
Privacy as being a fundamental right37. 
Naturally, limits on what data law 
enforcement can collect, how, with what 

safeguards, and limits on their processing 
will be subject to much debate and 
progression. In this context, law 
enforcement would need domain experts 
and civil society engagement to avoid any 
overlaps. 

The use of predictive policing systems 
requires a culture of safeguards and must 
enable citizens to trust law enforcement. 
Many policing practices and technologies 
worldwide remain opaque, which fosters 
fears of surveillance and intrusion. 
Transparency also serves the purpose of 
highlighting potential biases, errors, and 
shortfalls from domain experts and citizens, 
which goes hand in hand with the policing 
mandate of Indian Police Forces. Finally, 

intra-organisational transparency means 
that data being generated by the actions of 
individual person can be compared, 
analysed, and their performance measured 
which brings in a new channel of holding 
officers accountable. While not all aspects 
of the system can be revealed, a conscious 
effort to maintain dialogue with citizens, 
communities, and experts can augment law 
enforcement in the medium to long run. 

Privacy

Transparency
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31. Calders, T. and Žliobaitė, I., 2013. Why unbiased computational processes can lead to discriminative 
decision procedures. In: B. Custers, T. Calders, B. Schermer and T. Zarsky, eds. Discrimination and 
privacy in the information society: data mining and profiling in large databases. Heidelberg: Springer, 
43–60.
32. Hart, T.C. and Zandbergen, P.A., 2012. Effects of data quality on predictive hotspot mapping: 
final technical report. Washington, DC: National Institute of Justice, 239861. P 58.

33 HOT SPOTS OF PREDATORY CRIME: ROUTINE ACTIVITIES AND THE CRIMINOLOGY OF 
PLACE* - SHERMAN - 1989 - Criminology - Wiley Online Library
34 Barocas S, Selbst AD. 2016. Big Data’s disparate impact. Calif. Law Rev. 104(3):671–732
35 Full article: Does Predictive Policing Lead to Biased Arrests? Results From a Randomized 
Controlled Trial (tandfonline.com)
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PART II
Diagnostic Policing: 
The Future
The principal thrust of predictive policing remains prescriptive 
policing, or resource allocation. This could be personnel, equipment, 
or time. However, as our understanding of criminal behaviour 
progresses, crime can be reduced through interventions that reduce 
the factors behind criminal behaviour. This emerging concept of 
diagnostic policing, where the ‘why’ behind the crime is mitigated, 
can only emerge after consistent and accurate modelling of criminal 
activity, including their network behaviour and risk terrain, are 
properly understood. A successful development of such 
interventions requires thorough academic-professional linkages and 
holds much promise for issues such as delinquency, addiction, 
recidivism, and most organised crime. The key is to unlock the value 
that data holds in favour of the common good.
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Case Study: New York’s Domain Awareness 
System

The New York Police Department (NYPD), in 
collaboration with Microsoft, has developed 
its own Domain Awareness System (DAS). 
The platform was originally conceived for 
counter-terrorism purposes but has been 
successively modified and expanded to aid 
and assist the NYPD’s general policing 
needs. The platform is a sophisticated 
network of sensors, devices, software and 
infrastructure which provides real-time, task 
tailored analysis to the smartphones of each 
officer in the force. Its sensors range from 
license plate readers and CCTVs to radiation 
sensors which provide a wide-angled but 
granular resolution of the city’s physical 
space. 

Backing this network is a robust database 
integrated with emergency call records in 
the area, which enable an officer on the 
ground to access relevant records of the 
neighbourhood or its particular addresses. 
The DAS has its integrated predictive 
analytics with pattern recognition, machine 
learning, and data visualisation. The DAS was 
rolled out across all precincts in 2013, and as 
of 2016, has contributed to a 6 per cent drop 
in overall crime38. While details regarding 
the in-house algorithms are largely 
classified, the DAS has a routinely updated 
Impact and Use Policy which briefly explains 
the technologies, safeguards, purposes and 
methods involved in DAS39.39

16

38 The New York City Police Department’s Domain Awareness System: 2016 Franz Edelman Award Finalists (researchgate.net)
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Case Study: Manchester, North Hampshire’s 
Predictive Policing Solution

The Manchester Police Department (MPD) 
tied up with IBM and Ironside Group to 
counter crimes relating to drug use40. A 
predictive analytics based solution was 
developed to shift  MPD’s approach from 
being reactive to proactive. Care was taken 
to integrate criminology, crime theory, 
existing data, and inputs from officers to 
deploy a model to predict and preempt 
crime. The community was actively involved 

in the policing process, and real-time 
relevant data was given to officers through 
sanctioned devices. Results were 
immediate: recorded crime reductions of 24 
per cent for robberies, 13per cent for 
burglaries, and 34 per cent for thefts from 
motor vehicles within the first 10 weeks of 
deployment; Recorded a total crime 
reduction impact of 28 per cent within the 
first five weeks of deployment41.

17

40 YXWKVG94 (ibm.com)
41 Ironside Case Study: Manchester PD's Predictive Policing Success - Ironside - 

Business Analytics. 
Data Science. Information Management. (ironsidegroup.com)
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Glendale was hit by a surge of crimes 
related to drug use, whch was putting a 
strain on the police’s resources. The specific 
problem, which without sufficient data was 
proving to be intractable, is as follows: 
robberies were occurring near ATM 
machines on weekdays (but not on 
weekends), followed by robberies around 
convenience stores (especially of cell 
phones) on weekends (but not on 
weekdays), and both patterns overlapped 
with an increase in calls for service around 
the sale of drugs42. Risk Terrain Modeling 
enabled Glendale’s police department to 

piece together a coherent narrative 
explaining such phenomena. Many people 
would receive encash salaries through debit 
cards these these would get cleared on 
Thursdays. Addicts would target such 
people in the weekdays for robberies. In the 
weekends, income for drugs would shift to 
recycling kiosks where addicts would trade 
in robbed phones for cash. Understanding 
these risk-narratives enabled law 
enforcement to take appropriate measures, 
with Glendale reporting a 47 per cent 
decrease in robberies as a result43.

Case Study: Glendale, Arizona’s Risk 
Terrain Analysis

18

42. www.riskterrainmodeling.com/uploads/2/6/2/0/26205659/riskreduction.pdf ; 
www.riskterrainmodeling.com/uploads/2/6/2/0/26205659/actionplan.pdf
43. Samantha Melamed, Can Atlantic City’s Bold Experiment Take Racial Bias 

Out of Predictive Policing , Phila. Inquirer (Aug. 10, 2017); 
www.philly.com/philly/news/crime/atlantic-city-risk-terrainmodeling- 
rutgers-predictive-policing-joel-caplan-20170810.html
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Part-III: What Could 
Delhi'S Predictive 
Policing 
System Look Like?
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India’s police forces have delivered yeoman 
service to the country despite all 
limitations-budgetary, manpower, equipment, 
and so on. However, as India’s ambitions grow, 
its law enforcement agencies will be further 
pressed in the conduct of their duties. The 
active adoption of technological measures, 
especially predictive policing, is thus a natural 
fit for the present circumstances.

India has been slowly moving towards 
possessing the building blocks of a predictive 
technology system in place for its cities. First, 
the Crime and Criminal Tracking Network 
System (CCTNS) is a key starting point as it 
digitises essential policing records while 
allowing for a network of information 
exchange and communication between police 
stations. Second, the informational capacity of 
police forces has been consistently improving, 
with dedicated cybercrime units becoming a 
common feature. Third, police forces have 
been adopting specific AI-enabled solutions 
which set the stage for wider adoption and 
force reorientations.

Specific, ‘narrow’ solutions remain the 
simplest but easiest to adopt tools in the 
repertoire of our police forces. An example of 
the same is Uttar Pradesh’s facial recognition 
app ‘Trinetra’. It gives access to cross-agency 
records of criminals and undertrials to police 
officers, with the ability to register or search 
such criminals using easily obtainable 
biometrics such as images and fingerprints44. 
A more complex approach is to use domain 
solutions, which solve multiple problems but 
are restricted to a specific typology of crimes. 
Maharashtra's intention to potentially reveal a 
Predictive policing policy for cyberspace 
would fall under such a category45. The third 
and state of the art solution is a fully-fledged 
Domain Awareness System enabled with 
predictive analytics. The State of Jharkhand 
has been gradually adopting technologies 
towards that direction, with a working 
Geographic Information System, Data Mining 
capability, and CCTNS integrated database46; 

the police force has also been working with 
the Indian Institute of Management (IIM)- 
Ranchi for exploring predictive policing47.

Delhi Police, in partnership with the Indian 
Space Research Organisation (ISRO), began 
the use of the Crime Mapping, Analytics, and 
Predictive System (CMAPS) in 2015. From 
publicly available information, CMAPS is 
capable of environmental and geographic 
profiling of crime and through its predictive 
models, informs deployment and strategy. Its 
only publicly known input is called to the 100 
Emergency Number.

20

44. I is being used by the UP Police to catch criminals (indiaai.gov.in)
45. Maharashtra government to come up with `predictive policing policy’ | India News,The Indian Express
46. Jhakhand's digital leap (Indian Express, 15/09/2013) | Department of Police, State Government of 

Jharkhand, India (jhpolice.gov.in)
47. Enter, the future of policing - Cops to team up with IIM analysts to predict & prevent incidents 
-Telegraph India

Status Quo
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Delhi is an incredibly diverse, fluvial, and 
complex urban space. Policing such a vast 
expanse of humanity is beyond the scope of 
traditional policing, and necessarily requires 
technologies such as predictive policing to 
uphold law and order. From merely CCTVs 
and officers on the ground, a shift to a 
multi-input Domain Awareness System such 
as that of New York can be a game-changer. 
While Delhi’s CCTV expansion is a work in 
progress, integrating license plate readers, 
radiation sensors, drone cameras, private or 
community cameras, public inputs, and 
social media monitoring with improved 

criminal data recording can effectively 
build a real-life topology of crime in 

Delhi. Data mining and data fusion 
solutions, themselves AI-capable, 

can assist the Delhi Police to 
have a real-time dashboard 

of crime and potential 
concerns composed of 

multiple layers available at all times. As the 
system runs and expands, its accuracy in 
pinpointing crime hotspots, predicting 
criminal behaviour, and optimising the 
force’s use of resources would improve. The 
system could then adopt a live officer 
information-cum-recommendation package, 
where officers located in an area would have 
access to key information and 
recommendations updated regularly sent to 
their devices such as smartphones. The 
predictive policing system would enable the 
force to not only reduce but prevent crime 
better than before- and diagnostic policing 
elements could slowly be integrated. This 
requires a commitment to a platform-based, 
modular, and evolving system 
complementing the cognitive abilities and 
vast experience of the Delhi Police.

21

A Delhi Awareness System?
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CCTNS and 
Predictive 
Policing

Emergency 
Response

Transmission of 
Data and 
Intelligence

Drone Threats

 

Integration with ICJS and hospital information systems
Integration of Forensic data from FSL cells
Offline availability of FRS system and integration with e-Beat 
Book
Resource mapping and management per crime prediction
Video summarisation of suspects 
Real time informational support to officers 
Domain Awareness infrastructure network (sensors, servers, 
software)

Improving accuracy of location-based services from telecom 
operators
Reduction of false and nuisance SOS calls to 112

Transmission of field recordings to NVR and control rooms 
(360 degree vehicle-mounted cameras and body-worn 
cameras)
Transmission of investigation video clippings to the field to 
improve situational awareness
Mobile CCTVs for quick deployment during LE operations

Low weight counter-drone systems
Integration of drone surveillance feeds with command 
centres
Integration of local SHOs with DigiSky platform information
Identification of rogue drones amongst permissible drones
Drone forensics – Chip information retrieval from rogue drone

# 
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Challenges Technology Use-case
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AGNIi Mission has partnered with the 
Delhi Police to support its vision on 
strategic upgrade and operational 
transformation underpinned via 
emerging technologies. In keeping with 
the focus of Aatmanirbhar Bharat, this 
partnership will focus on solving pressing 
and challenging problems faced by the 
Capital’s police force with indigenously 
developed innovations and technologies. 

AGNIi Mission intends to support the 
Commissioner Delhi Police’s vision of 
making it a model Police for the entire 
country in line with the Hon’ble PMs focus 
on SMART Policing.

23

AGNlI Mission in Partnership 
with Delhi Police
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Predictive policing is an attractive 
technological solution to amplify the 
reach, capacity, and potency of law 
enforcement. Such features are germane 
to a country having global competence in 
information technology while also in dire 
need of upgrading its policing systems. 
However, predictive policing is neither a 
substitute to the decision-making process 
of our forces, and neither is it neutral’. It’s a 
powerful tool at the hands of the forces, 
and embodies a number of choices, 
assumptions, and blind spots arising from 
its users. It is both- a magnifying glass to 
understand and react to crime, as well as a 

mirror for our police forces to assess their 
own strengths and limitations. Intrinsic to 
the system are a number of people who till 
now remain at the periphery of the 
policing process- psychologists, 
criminologists, sociologists, data 
scientists, community bodies, and so on. 
Predictive policing, while improving the 
ability of our forces to fight crime, will also 
collectivise it, and make it more open. In a 
democratic country like India, this 
involvement is welcome since crime is not 
just the police’s problem, it’s a national 
issue.

Conclusion
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