




Counter-drone technology, also known as 
counter-UAS, C-UAS, or counter-UAV 
technology, refers to systems that are used to 
detect and/or disable unmanned aircraft. As 
concerns mount around the potential security 
threats drones may pose to both civilian and 
military entities, a new market for 
counter-drone technology is rapidly emerging.  
This report provides background on the 
growing demand for C-UAS technology, 
describes how the technology works, and 
explains some of the challenges surrounding 
counter-drone technology use. The rise of 
C-UAS technology is largely tied to the novel 
threats posed by the expanding use of 
drones— particularly small, inexpensive 
systems—in civilian and wartime environments. 
In the military domain, small drones have been 
proliferating at a rate that has alarmed 
battlefield commanders and planners alike. 
Border Security Force has been at the forefront 
of tackling threats arising from drones being 
airborne from across the border. The repeated 
use of drones for dropping drugs, arms and 
ammunition by terror organisations and 
smugglers into Indian territory is turning out to 
be challenge. 

BSF organised a hackathon to find 
cost-effective and innovative technology 
solutions by startups and premier institutions 
for the force. It was organised under the banner 
of the BSF High-tech Undertaking for 
Maximising Innovation (BHUMI). The AGNIi 
Mission under the Principal Scientific Advisor to 
PM and GOI has been working closely with the 
BSF to tackle this threat along with many other 
challenges that the force faces. 

This report by Invest India is an attempt to draw 
valuable insights into the technology and the 
challenges that are presently posed.  I am 
certain that this report and the repository of 
data can serve as a crucial gauge to read the 
emerging trends in the immediate context, as 
also a metric to forecast likely trends.

Foreword

PANKAJ KUMAR SINGH, IPS
Director General , Border Security Force



Airborne drone is revolutionising many 
ecosystems. Recent incidents have highlighted 
the need for elaborate regulatory mechanism 
for efficient & effective usage of drone 
technology for constructive developmental 
purposes on one side and the robust counter 
rogue drone mechanism on the other.  
Un-restricted drone uses can be a cause of 
severe adverse impact on other airspace users 
like airports and emergency services.  

CISF has been entrusted with the security of 
vital installations of prominent nature and Public 
Sector Units such as atomic power, steel plants, 
space installations, etc apart from security of 
most of the important airports in the country. In 
this multifaceted role, drones are the 
modern-day force multipliers in the areas of 
surveillance and other strategic capabilities. 
However, as in other technology, they are also 
likely to be used as a projectile for attacking the 
airports as well as other vital installations. 

As highlighted by the recent instances world 
over, the usage of drone technology by 
non-state actors for subversive purpose has 
become a very serious threat and needs to be 
addressed in technology as well as policy 
domain simultaneously and urgently. Terror 
attacks by small, un-manned aerial systems 
could include a chemical or biological 
component like attacks inside populated 
stadiums or open-air venues; strikes on 
government buildings, landmarks, or critical 
facilities; assassination attacks against political 
leaders or VIPs; disruption of law enforcement, 
military or border operations personnel, etc. 

The issues of regulatory framework updation 
and counter rogue drone policy measures, 
conceptualisation and execution, are therefore 
being addressed with due seriousness at the 
decision making levels. 

Therefore, it is very assuring that AGNli Mission 

under the office of the Principal Scientific 
Advisor to Government of India, which has been 
working in this space to solicit the right 
technology, has brought out this paper 
enlightening all with the nuances of this 
technology, challenges associated and the 
opportunity it presents to the industry to 
partner with relevant stakeholders for usage of 
the technology. 

It is commendable that this paper has been 
articulated in a very succinct yet holistic 
manner and would therefore definitely serve as 
an important source of information and 
guidance for all the stakeholders. 

I congratulate Anagh Singh and Ankita Sharma 
for achieving this milestone.  

Foreword

PS PHALNIKAR, IPS
ADG (Airport Security Group) , CISF 



Technology is neither moral nor immoral. It is said to be amoral and revelatory. Technology per se is a value 
neutral resource and proposition. The future battle space will be shaped by technology and technological 
superiority will determine the outcome of future battles. It is therefore essential that technological 
self-reliance remains the mantra for the future and a collective national effort be initiated to achieve this in 
the quickest possible time ensuring that technological developments are commensurate with our desired 
military capability. This underlying philosophy stands true in the realm of drones and its usage. Harnessing the 
usage of drones on a malignant tangent has called for development of counter drone systems. 

Counter-drone technology, also known as counter-UAS, C-UAS, or counter-UAV technology, refers to 
systems that are used to detect and/or disable unmanned aircraft. As concerns mount around the potential 
security threats that drones may pose to both civilian and military entities, a new market for counter-drone 
technology is rapidly emerging. Drones are also increasingly becoming a weapon of choice for non-state 
groups that employ this technology for surveillance, battlespace management, propaganda, and aerial strike 
attacks, often too considerable. As a result of the proliferation of this technology, which is set to expand in 
the years ahead, counter-drone systems will become a ubiquitous weapon in all future conflicts. Drones today 
are being used by anti-state elements and nefarious players in the neighbourhood to attack important 
installations, smuggle narcotics, weapons etc. into the country.

In March 2021, the Ministry of Civil Aviation (MoCA), Government of India, notified Liberalized Drone Rules, 
2021. In view of its traditional strengths in innovation, information technology, frugal engineering and huge 
domestic demand, India has the potential to be a global drone hub by 2030. Hence, it becomes imperative for 
India to build enhanced and effective counter-drone capabilities.

The rise of C-UAS technology is largely tied to the novel threats posed by the expanding use of drones— 
particularly small, inexpensive systems—in civilian and wartime environments. In the military domain, small 
drones have been proliferating at a rate that has alarmed battlefield commanders and planners alike. 

The nature of warfare has changed drastically due to the evolving nature and use of these remotely piloted 
vehicles/robots. The answer to the emerging threat of rogue drones, though serious, is not over-regulation 
but smart regulation, creating a balance between the evolving drone sector and the emerging security 
concerns.

INTRODUCTION

Risks Posed by Drones 

Privacy risk Penetration risk Security Risk

(Eg - Illegal ISR 
(Intelligence, Surveillance 

and Reconnaissance 
operations))

(Eg - Intelligence 
gathering)

(Eg - Smuggling of 
weapons and 

contraband, attack on vital 
installations)



Drone monitoring equipment can be passive (simply looking or listening) or 
active (sending a signal out and analysing what comes back) and can 
perform several functions, including: 

Detection Classification or 
Identification

Locating and 
Tracking

Alerting and 
Neutralising 

TYPES OF DRONE MONITORING EQUIPMENT

Technology Description Challenges Potential

Radar Detects presence
using radar signature

Uses algorithms to 
distinguish between 
drones and other 
small objects

Low altitude drones 
evade detection

Potential for
application of 
Deep Learning 
and Computer 
Vision

MONITORING 
DRONES
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TYPES OF DRONE MONITORING EQUIPMENT

Technology Description Challenges Potential

Radio Frequency 
(RF) Analysers

Detects radio
communication 
between a drone 
and its controller

Some high-end 
systems can also 
triangulate the 
drone and its 
controller when 
using multiple 
radio units spread 
far apart

Can’t detect 
autonomous drones

Low cost, hence 
detects (and 
sometimes 
identifies) 
multiple drones 
and controllers

Acoustic Sensors

Optical Sensors 

Detects the sound 
made by a drone 
and calculates a 
direction

Standard daylight 
cameras

Doesn’t work as 
well in noisy 
environments, very 
short range

Difficult to use for 
detection by itself

High false-alarm 
rates

Provides visuals 
on the drone and 
it’s (potential) 
payload

Detects drones in 
the ground clutter 
where other 
technologies 
can struggle

Great gap-filler 
in areas outside 
line of-sight of 
other sensors 

Highly mobile 
and quickly 
deployable

Completely 
passive

Less effective in 
crowded RF areas
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TYPES OF DRONE MONITORING EQUIPMENT

Technology Description Challenges Potential

Optical Sensors Optical sensors can 
be infrared or 
thermal imaging

Can’t detect 
autonomous drones

Can record 
images as 
forensic 
evidence 
for use in 
eventual 
prosecution

GPS Spoofers Sends a new signal 
to the drone, 
replacing the 
communication 
with GPS satellites 
it uses for navigation 

Short range

Can affect (and jam) 
other radio 
communications

Medium cost

Non-kinetic 
neutralisation

High Power 
Microwave (HPM) 
Devices

Nets and Guns

Generates an 
Electromagnetic 
Pulse (EMP) capable 
of disrupting 
electronic devices

Firing a net at a 
drone, or otherwise 
bringing a net into 
contact with a drone 
stops the drone by 
prohibiting the rotor 
blades

Kinetic solution could 
result in debris 
depending on 
parachute options

High cost

Risk of unintentionally 
disrupting 
communications or 
destroying other 
electronic devices 
in the area

Within range, 
the drone can 
be stopped 
effectively

Physically 
captures 
drone – good
 for forensics 
and prosecution

Ground launched 
net cannons are 
semiautomatic 
with high 
accuracy

Non-kinetic

Mostly poor 
performance in 
dark, fog, etc.
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TYPES OF DRONE MONITORING EQUIPMENT

Technology Description Challenges Potential

High-Energy 
Lasers

Laser defeats the 
drone by destroying 
the structure and/or 
the electronics

High cost Physically stops 
the drone

Risk of collateral 
damage

Platform Types

Ground-based (Fixed) Systems designed to be used from any stationary 
positions on the ground

Ground-based (Mobile) Systems that are designed to be  mounted on vehicles
and/or operated on the move  

Hand-held
Systems that are designed to be operated by a single
individual by hand. Many of these systems resemble 
rifles or other small arms

UAV-based Systems designed to be mounted on drones
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Countering a drone is a complex multi-step process involving interaction 
between several distinct systems and between those systems and the 
human operator(s).

A sensor system must detect, identify, locate, 
and track the incoming drone. Depending on 
the type of system used, a sensor that makes 
an initial detection, such as a wide-area radar 
or an RF detector, may have to ‘cross-cue’ to 
secondary sensors such as cameras or elec-
tronic identification elements to confirm that 
the detected object is in fact a drone and 
determine its precise location and track its 
movements. Secondary sensors may also 
serve to provide additional information about 
the drone, which may help determine intent. 
For example, a camera may be able to show 
whether a drone appears to be carrying explo-
sives. Certain electronic sensors may be able 
to additionally identify the location of the 
drone operator. Sensor data can often be 
stored for later use as evidence. 

Based on the information from these 
sensors, a human operator must decide how 
to respond to the incoming drone. This may 
not always involve activating an interdiction 
system.

A mitigation system is activated, and the 
drone is intercepted. Depending on the tech-
nique used, this could result in a range of 
effects, including the drone landing on the 
ground or activating a ‘return to home’ mode 

(in the case of jamming or spoofing), the cap-
ture of the drone (nets), or the complete or 
partial destruction of the drone (lasers, projec-
tiles, collision UAVs, high powered micro-
waves). 

COUNTERING 
DRONES

1

2
3
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4Depending on the circumstances, once a drone is intercepted the 
device may need to be isolated and retrieved. If the drone is 
potentially armed, an explosive ordnance disposal team may be called 
in to assess and, if needed, disable the device. Unarmed drones must 
likewise be treated with caution. If the device is damaged, its 
lithium-ion battery poses a risk of combustion. If the device continues 
to be functional, its rotors can pose a risk of injury. Those wishing to 
perform forensic analysis on the device may need to follow a series of 
steps to ensure that the integrity of the system and the potentially 
valuable data it carries are not compromised.
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The UAS threat spectrum is spread across six verticals. Each of 
these has a direct relationship to how the UAS actually evolved. 
The same are briefly covered:

The ISTAR Threat ISTAR standing for 
Intelligence, Surveillance, Target Acquisition 
and Reconnaissance relate to the earliest type 
of UAS basically providing elevated eyes and 
ears for a ‘look-see across the hill’ or do some 
basic battle functions as listed in the above 
expanded acronym. The threat from ISTAR 
machines is limited to the loss of information, 
locational/positional secrecy or loss of 
battle-critical information.

The UCAV Threat UCAV standing for the 
Unmanned Combat Aerial Vehicles is the 
metamorphosis of ISTAR machines over time 
wherein, these were mated with limited 
weapons on board such as guided rockets, 
bombs, air-to -surface missiles (ASMs) etc. 
UCAVs could take on targets in the tactical 
battle area (TBA) such as personnel, vehicles, 
mechanized targets, field fortifications etc.

Dedicated UAS Threat The next type of 
threat is from dedicated UAS complete with 
their niche communication, surveillance and 
navigation suite based on GPS/INS 
navigation and a slew of weaponry to 
include precision guided munitions (PGMs), 
ASMs, guided bombs and rockets, 
smart/loiter munitions etc. Such machines 
have long ranges, high service ceilings 
(highest operating altitude) and long 
endurances, with a capability to operate for 
long hours in any weather, terrain,climate 
and environment (contaminated etc.) with 
adequate lethal power and without issues 
like crew-fatigue or crew-fatalities etc. Such 
dedicated UAS came to acquire the 
infamous tag of being ‘dull, dirty and 
dangerous. Normally classified as HALE 
(high altitude long endurance –altitude 
>30,000 ft, endurance > 48 hrs) and MALE 
(medium altitude long endurance - altitude 
10,000-30,000ft, endurance 24-48hrs), 
these machines are a substantial threat as 
aerial strike platform
 

Drone Threat
Matrix
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4The MUMT Threat This is a variety of HALE/MALE 
type of UAS which are specially enabled to 
operate in joint missions with the manned 
platforms in what is called the Manned and 
Unmanned Teaming (MUMT) missions. Standing 
shoulder-to-shoulder with the combat pilot, such 
machines greatly enhance situational awareness, 
effectiveness, and the cumulative strike capability 
of the threat package. Of course, there is a huge 
hue-and-cry and a long on-going ethical debate 
on the issue of 'machine- over -man’ in 
authorizing an MUMT-enabled UAS to ‘strike 
independently’ upon target selection and worse, 
re-strike without man-in-the-loop.

6Drone Swarms Threat
Drone swarms are a further manifestation of small 
drone threat. It has the following peculiar 
signatures:

Small-sized drones (mostly DIY variety or cheaply 
manufactured elementary designs) have come to 
pose a big threat as on date. Normally the 
physical signatures of these vehicles are-length 
7-8 ft, breadth - 6-7 ft, weight 15-20 kg, warhead 
carrying capability 5-10 kg, configuration – 
quad/hexarotor ( four/six rotors).

5The Small Drone Threat

A body of small drones (10-100s may be more)are 
threaded together to behave as one integrated 
body (swarm – standing for Smart Warfighting 
Array of Reconfigurable Modules).

The swarm inspired by the amazing intelligence of 
a locust swarm displays ‘collective intelligence’. 
Programmed by the tools of AI, swarms are 
capable of taking decisions, show tolerance for 
ambiguity to take default actions

where no orders exist as also possess 
the capability to conduct ‘intelligent 
autonomous warfare’.

Swarms can quickly adapt to unexpected 
changes and respond.

Swarm drones have a capability of ‘group 
think’ to shoot down multiple threats 
simultaneously.

With their sheer numbers, they can 
simply overwhelm the finite capability of 
conventional air defenses to respond 
through kinetic counter-measures.

These small machine have basically three 
features; 1. A communication/navigation facility 
based on GPS, a battery-power pack for 
rotor-propulsion and a payload with varying 
options for warhead carriage.

These can cause the type of damage that 
happened in Jammu on the attack on the 
IAF base .

There are huge challenges in countering this type 
of drone threat (covered later).



The challenges posed by, and to, counter-drone technology also extend 
beyond a simple matter of effectiveness: they include complex questions 
around safety, practicality, policy, and legality.

Radar systems 
may struggle to 
pick out small 
drones and UAS 
flying very close 
to the ground.

Camera systems might confuse a drone with 
a bird or an airplane, and may also struggle in 
adverse weather with low visibility, or if the 
drone is backlit by a strong light source such 
as the sun. 

Electro-magnetic interference can degrade 
the detection capabilities of RF sensors. In 

urban environments, there are many 
potential sources of such interference, 
including communications antennae, 
two-way radios, telemetry systems, and 
even power lines and LED lights.

CHALLENGES
TO COUNTERING

A DRONE
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Certain RF sensors, including some systems 
marketed as ‘passive’ may likewise emit RF 
signals that could interfere with other 
communications, making them potentially 
dangerous to deploy in some environments.

Radar, certain RF systems, and EO/IR sensors 
must have a direct line of sight with the 
intruding drone in order to make a detection. 
This could be particularly problematic in 
urban environments, where a drone may only 
appear within a sensor’s line of sight for a 
couple of seconds before disappearing 
again.

Some detection systems may only be 
capable of providing a rough estimate of an 
incoming drone’s location.

Certain flight patterns—most notably 
hovering and moving vertically—can make 
drones harder to detect with automated 
tracking algorithms applied to radar or camera 
data.

Acoustic sensors rely on a library of sounds emitted by known drones, while RF detection 
systems likewise only detect certain frequency bands in a pre-established library. Given the 
rapid rate at which drones are emerging in the market and proliferating, even libraries that are 
updated often will never cover 100 per cent of the drones that might be operating at any given 
time. C-UAS detection elements must be sensitive enough to detect all drones operating 
within the area of use, but systems that are too sensitive may create an overwhelming number 
of false positives, rendering the system unusable. According to the results of FAA 
counter-drone systems testing, distinguishing true-positives from false positives in cluttered 
environments requires ‘a high level of manpower’.

Distinguishing between legitimate and illegitimate drone use in future operating environments 
where legitimate drone use is common, it will become increasingly important for C-UAS 
operators to be capable of differentiating between legitimate and rogue drones. For example, 
at a large sporting event, the airspace may be crowded with legitimate aerial cinematography 
drones that do not pose a security risk alongside rogue drones that do.

Particularly given the potential hazards of mitigating a drone in civilian environments, C-UAS 
operators will need to develop means to rapidly and reliably determine the threat level of an 
incoming UAV based on the limited information provided by existing detection technologies.

10



Interdiction Hazards: Many—if not 
all—counter-drone interdiction techniques 
can be dangerous in certain circumstances. 
Drones that have their flight interrupted by 
kinetic means may fall to the ground with 
considerable force. Even certain net-based 
systems that are equipped with a parachute 
to bring the ensnared drone down to the 
ground in a controlled manner may be risky if 
the parachute fails to deploy correctly or if 
the interdiction occurs at low altitude. 
Interdiction elements must be incredibly 
precise to hit a moving drone and could be 
dangerous to bystanders if they miss. 
Long-range effectors such as lasers and 
high-powered microwaves could pose a 
serious threat to aircraft operating above a 
targeted drone. Jamming systems, 
meanwhile, can interfere with legitimate 
communications links in their vicinity; if used 
at an airport, for example, they could 
interrupt air traffic management operations. 

The use of GPS jamming or spoofing 
systems, in particular, is especially 
dangerous in areas where other entities rely 
on reliable GPS navigation (for example, 
manned aircraft at an airport). 

Many signal jammers have a limited 
effective range of a few hundred meters, 
meaning that the system must be very 
close to the intruding drone to successfully 
mitigate it, and are not effective without a 
direct line-of-sight to the drone. Jammers 
that are capable of operating at long 
ranges and beyond line-of-sight must be 
significantly more powerful, but more 
powerful jammers also pose a higher risk of 
interference to legitimate communications. 
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All kinetic systems may struggle against 
drones that are moving quickly or in 
unpredictable patterns. (And when they do 
work as intended, they may destroy 
components of the drone that are necessary 
for forensic investigations).

Spoofing systems, meanwhile, are technically 
very difficult to build and implement, and may 
not be universally effective against all drones. 
Unmanned aircraft that have been built with 
protected communication links, for example, 
could be resistant to spoofing attacks.

Lack of Standards: No international 
standards exist for the proper design and 
use of C-UAS systems. This means there 
may be significant variances between the 
performance and reliability of systems that 
might, at the spec-sheet level, appear to be 
very similar. Given that the demand for this 
technology has only emerged in the past 
few years, many of the products offered by 
the companies that we identified have not 
yet had time to mature. 
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Indian Navy has signed a contract with 
Navratna Defence PSU Bharat Limited (BEL) 
for supply of the first indigenous 

comprehensive Naval Anti Drone System 
(NADS) with both hard kill and soft kill 
capabilities in New Delhi on 31 August 2021.

The NADS, developed by DRDO and 
manufactured by BEL, is the first 
indigenously developed anti-drone system to 
be inducted into the Indian Armed Forces. 
Multiple Units of BEL, namely Bangaluru, 
Hyderabad, Pune and Machilipatanam; and 
DRDO Labs, namely Electronics & Radar 
Development Establishment (LRDE), 
Bangaluru; Defence Electronics Research 

Laboratory (DLRL) and Centre for High 
Energy Systems and Sciences (CHESS),  
Hyderabadand Instruments Research & 
Development Establishment (IRDE)Dehradun; 
in close collaboration with the Indian Navy, 
were involved in the making of this fully 
indigenous system, as part of the Atmanirbar 
Bharat initiative to counter drone threats of 
adversaries.

DEVELOPMENTS
IN INDIA

0113



The NADS can instantly detect and jam micro 
drones and use a laser-based kill mechanism 
to terminate targets. It will be an effective 
all-encompassing counter to the increased 
drone threat to strategic naval installations.

The anti-drone system was first deployed to 

provide security cover for the Republic Day 
Parade this year and later during the Prime 
Minister's Independence Day Address to the 
Nation from the ramparts of the Red Fort. The 
system, which offers 360-degree coverage, 
was also deployed in Ahmedabad for the 
Modi-Trump roadshow.

0214

Union Defence Minister, Rajnath Singh 
handed over five Defence Research and 
Development Organisation (DRDO)developed 
products to the armed forces and other 
security agencies at an event held at DRDO 
Bhawan, New Delhi on 14th December, 2021, 
as part of Azadi Ka Amrit Mahotsav 
celebrations and ‘iconic week’ of Ministry of 
Defence. One of the products was a 
counter-drone system for detection, 
deterrence, and destruction of incoming 
drones, which was handed over to CISC 
(Chiefs of Staff Committee).



To leverage the innovations created by the 
Indian entrepreneurs and to build on the 
mission of Atmanirbhar Bharat, Border Security 
Force (BSF)   organised a Hackathon named 
BHUMI with Indian startups and premier 
Institutions for cost effective solutions to 
strengthen the border security scenario. In 
compliance to the directions, Ministry of 
Electronics & IT Startup Hub (MeitY Startup 
Hub) collaborated with BSF to provide access 
to the platform, resources, startups, and 
institutions to set up solutions on pertinent 
problem statements including anti-drone 
technology to stop drones being used in narco 
- weapons- smuggling and attacking vital 
installations.
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The BPR&D is currently also evaluating a 
proposal for the establishment of Centre of 
Excellence for Drones and Counter Drones 
at the Indian Institute of Technology, 
Kanpur, under the aegis of the National 
Security Council Secretariat (NSCS) which 
has been in the works for some time now.

A summit on ‘Applications of Drones and 
Anti-Drone Technologies in Central 
Industrial Security Force’ was held at 
National Industrial Security Academy 
(NISA), Hakimpet in partnership with AGNIi 
Mission, Office of Principal Scientific 
Advsior to GOI, where threat matrix and 
responses with various stakeholders along 
with industry were discussed and mapped. 

The purpose of the event was to see the 
possibility of customisation of drones 
according to the needs of various 
functional sectors and face the challenges 
posed by them.

The government is considering extending 
the production-linked incentive (PLI) 
scheme for drone and drone component 
manufacturers to counter-drone system 
manufacturers. This is under active 
consideration at the Ministry of Civil 
Aviation. The PLI scheme reflects the faith 
of the government in India’s budding drone 
industry whose annual sales turnover is 
expected to register a seven-fold growth in 
the next couple of years.  
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Swarm robotics is an approach to the 
coordination of multiple autonomous robots 
as a system which consists of a large 
number of mostly physical robots, controlled 
by minimal human intervention. These 
exhibit collective Self-Organising (SO) 
behaviour through interaction and cohesion 
between robots, as well as interaction of 
robots with the environment.

Swarming algorithms are empowered by 
biological studies of swarm behaviour of 
insects, fishes, birds and animals. Swarming 
R&D across the world is focussed on 
development of distributed artificial swarm 
intelligence capability, commodification of 
technology for lesser cost impact and 
increasing state of autonomy between the 
agents in a swarm.

While massed drones in spectacular light 
shows are all controlled centrally, in a true 
swarm, each of the drones flies itself 
following onboard AI to maintain formation 
and avoid collisions with algorithms 
mimicking nature — there is no true leader 
and follower, with all agents in a swarm 
having their own ‘mind’ able to undertake 
collective decision-making, adaptive 
formation flying, and self-healing. The 
benefit of such a swarm is that if one drone 
drops out — and a few appear to crash — 
the group can rearrange itself to continue 
undertaking the mission till the last UAV is in 
air.

Over time as militaries have incorporated 
greater communications, training, and 
organisation — they were able to fight in an 
increasingly sophisticated manner, 
leveraging more advanced doctrinal forms, 
with each evolution superior to the previous. 
Today militaries predominantly conduct 
manoeuvre warfare. Here swarming would 
be the next evolution in warfare — with the 
swarms exhibiting the decentralised nature 
of melee combat, along with the mobility of 
manoeuvre warfare. They have varied levels 
of autonomy and artificial intelligence. The 
autonomy extends military reach into the 
well-defended battlespace, operating with 
greater range and persistence than manned 
systems; while artificial intelligence ensures 
dangerous and suicidal missions, thus 
allowing more daring Concepts of Operation 
(CONOPs). Both provide greater success in 
the face on increased threat levels and rapid 
penetration of contested airspace.

SWARM
DRONES
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While new technologies, and in particular AI 
and edge computing, will drive drone swarms 
— the key element is still going to be the 
swarming software. Towards this, all collective 
behaviour can ideally be clubbed under the 
term ‘swarm’. However, collaborative autonomy 
has ‘three’ transformational echelons of 
behaviour — flocking, where a discernible 
number of UAVs execute abstract commands 
autonomously, but fall short of true swarm 
behaviour. UAVs attacking the Russians AFB in 
Syria and the Saudi oilfields utilised this 
echelon.

There are many uses for  a drone swarm. The 
drones could be released by fighters to 
provide reconnaissance for troops on the 
ground, hunting enemy forces and reporting 
their location. They could also jam enemy 
communications, form a wide-area flying 
communications network, or provide 
persistent surveillance of a particular area. 
They could be loaded with small explosive 
charges and attack individual enemy soldiers. 
In air-to-air combat, they could spoof enemy 
radars on aircraft, ground vehicles, and 
missiles by pretending to be much larger 
targets. The US Defense Advanced Research 
Projects Agency (DARPA) has showcased the 
X-61A Gremlin air launched drones. The idea 
behind DARPA’s Gremlins program is to turn 
cargo aircraft like the C-130 into motherships 
capable of launching and retrieving swarms of 
small drones. This would open up a world of 
possibilities to the military, allowing 
deployment of swarms of small, inexpensive, 
reusable drones with different sensors and 
payloads from legacy aircraft.

The US Navy and Marine Corps’ Low-Cost UAV 
Swarming Technology (LOCUST) program, 
which fires small UAVs from a tube-based 
launcher to conduct varied class of missions, is 
another swarm development underway.

In India, the Indian Air Force has been 
pioneering swarm drone research and 
development with its Meher Baba initiative 
since 2019. This is geared towards in depth 
Humanitarian Assistance and Disaster Relief 
(HADR) operations.

On the other edge of the spectrum, the Indian 
Army showed off a mature offensive capability 
with a swarm of 75 autonomous drones with 
distributed intelligence and edge computing, 

destroying a variety of simulated targets with 
kamikaze attacks during India’s Army Day 
parade in New Delhi in January 2021. In the 
demo, scout drones identified the target and 
then in an attack mode the mothership drone 
released payloads (kamikaze type drones) to 
demonstrate the system.

The Hindustan Aeronautics Limited (HAL) in 
India has unveiled the Air Launched Flexible 
Asset (ALFA -S), air launched swarming drone 
system as part of it next generation Combat 
Air Teaming System (CATS). This is a unique 
program which utilises a network of air 
launched remote carriers and swarming units 
to penetrate contested airspace. The USAF’s 
Air Force Research Labs is collaborating on 
aspects of the ALFA-S with India. It is pertinent 
to note that while drone swarms may not be 
ready as an end state ‘product’, proliferation of 
basic swarming technology is inevitable in the 
coming decade across the world. Here 
advances in drone swarming, which is the next 
evolution of robotic warfare are mostly 
classified, though governments have given 
glimpses of their progress over the years. The 
question is not if, but when and where drone 
swarms will be utilised as part of a mature 
concept of operations. Countering Swarms will 
be one large part of the future of warfare.
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AGNIi – BSF
Partnership

The collaboration between BSF and the 
AGNIi Mission under the Office of the 
Principal Scientific Adviser (PSA) to the 
Government of India, will support BSF in 
upgrading and modernising capability 
through emerging technologies. This will 
help BSF identify and engage Indian 
emerging technology most relevant to the 
Force’s needs - informing and supporting 
BSF's modernisation and acquisition 
decision and being aligned to the Prime 
Minister's vision of Atmanirbhar Bharat 
priority, the Ministry of Home Affairs’ 
Police Modernisation programme, and 
Cabinet Secretariat’s and Office of PSA’s 
Empowered Technology Group initiative. 
It will drive strategic upgrade and 
operational transformation of the world's 
largest border guarding force 
underpinned by cutting edge emerging 
tech. Areas like SMART border, liveability, 
communication, surveillance, anti-drone 
technology, training, cyber security etc. 
are being looked into and new tech 
insertions are being planned along with a 
long term partnership with the force to 
continuously support its modernisation 
plans.
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Endless possibilities exist in designing a system to counter drones 
which may extend later to UAVs as well as collaborative swarms. A 
committee needs to be formulated at the apex level which has 
stakeholders from the defence forces in addition to judiciary, the 
academia, and industry (to include Defence Public Sector 
Undertakings). The anti-drone systems will be expensive owing to 
the technology involved.

However, costs involved should not thwart the innovations. Better 
rules and regulations need to be formulated to regulate the 
Unmanned Traffic Management (UTM). A future roadmap has already 
been laid out for CAR 2.0. There is nothing that stops India from 
finally having a drone vs drone ‘dogfight’ or a swarm-against-swarm 
type of architecture. A situation where drones are ‘scrambled’ to 
engage and nullify a threat will no longer be mere material for fiction. 
Indeed, drones being used as a ‘loyal wingman’ are already under 
test. Systems like HyperTechTraxerTM  (UK-registered firm, based in 
Finland) which use non-lethal weapons as well as swarms to monitor 
sensitive installations have also been made available in the world 
market.

The strategy to defend space must be based on adapting to the 
need of the specific environment where the deployment of the 
counter-drone system is intended. Integration of various sensors and 
finally redundancy for sensors in number is also imperative. There is 
a definite need to align the timeframe taxonomy with the prevailing 
threat at all levels. Disruptive techniques that have been brought out 
in this brief will also pave the way for future research and 
development of wholesome systems to thwart adversarial designs.

CONCLUSION
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