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Pankaj Kumar Singh (IPS)
Director General,
Border Security Force (BSF)
India has a large and complex land border
covering 15000+ km and a long coastline of
7500+ km, with varied and difficult terrain ,
peculiar conditions , varied climatic conditions ,
geo-political standpoints which complicates
border management and presents the need for
the use of technology to move towards smarter
ways of conducting border management and
associated functions . Use of indigenous
emerging technology in terms of artificial
intelligence , night vision devices, radars and
other sensors notwithstanding, the use of big
data and predictive analytics is a solution to
optimise the available data and to put it to good
and intelligent use. Dovetailing of predictive
analytics with the use of sensor technologies
would not only optimise the use of effective
force at the right time and the right place but
would also help in savings to the exchequer. Big
data and predictive analytics are being used
world over in a number of domains to enable
better decision making .
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BSF has had a glorious history of serving the
nation and securing its borders since its
inception . Not only with that as the core

mandate, the force has contributed immensely
in the internal security operations and has
craved a pivotal role for itself in the Defence
architecture of the nation. Assimilating
technologies
for
upgradation
and
transformation has been a constant endeavour.
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I take this opportunity to congratulate AGNIi
Mission , PM-STIAC and Strategic Investment
Research Unit (SIRU) of Invest India , that is
bringing out an overview of the Indian borders
border security and border management,
initiatives taken by Government of India,
emphasising the need for technology for
efficient border management. The report
highlights the use of big data, predictive
analytics and emerging technologies and also
brings out a number of use cases which can be
implemented for the management of our
borders in a more efficient and smarter way. I
hope that, through this report, you will be able to
garner a view on the concept of smart border
management and gain an insight into the world
of emerging technologies and its use in border
management.
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Deepak Bagla
MD & CEO, Invest India
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India’s border security forces are placed in
charge of probably one of the most politically
complex border systems in the world, with India
sharing vastly differing relationships with its
neighbors and its unwavering commitment
towards leading efforts for maintaining peace in
the subcontinent. India plays an important and
unique role in the subcontinent, and across the
globe at large, in terms of global economy and
politics. This makes our borders even more
sensitive to manage and needless to say, our
forces have been doing an excellent job at
keeping our borders secure despite the
complexities and obvious challenges.

+

Borders of India have faced, for decades, threats
of cross border terrorism, illegal migration,
smuggling, and non-state activities, among
other issues. While the security aspect of these
issues is clear, it is the hidden economic effects
of these activities that have received little
mention. With our sizeable population to
manage, influx of illegal migrants puts immense
pressure on the job market in the country while
smuggling of goods disables full economic
realisation of the said products, causing wastage
of valuable resources of our nation. This is to
highlight that our able forces, led by the Ministry
of Home Affairs, not just keep us secure but also
play an unparalleled part in realising the
economic ambitions of our country.

+

Borders should not be seen just as demarcation
of territory that need security but also as trade
channels and physical manifestations of
multilateral
cooperation
that
require
streamlined economic interventions so as to
ensure progress of our large border population
which often lacks proper channels of earning

+

livelihood. Secure and well-functioning borders
enable productive economic activities and also
encourage
people-to-people
exchange,
furthering multilateral relations at a more micro
level of citizens of different countries.
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Keeping this in mind, there are immense gains
to
be
realised
from
improved
border
management and use of new emerging
technologies in this improved management.
While use of big data and predictive analysis is
already being explored by our forces, we aim to
add further impetus to change through our
recommendations ranging from Smart Intrusion
Detection Systems to high end autonomous
weapon systems.
This report aims to bring forward the role of the
BSF and other forces along with the government
in managing the diverse security as well as
economic aspects relating to our national
borders, detailing stories of courage and wisdom
displayed by the BSF and the technology related
developments that our indeed taking us towards
borders that are not just secure but also smart.
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Case group (Internal Security) of AGNIi Mission
under Invest India has partnered with the BSF,
the world’s largest border guarding force, to
assist with its strategic upgrade and operational
transformation via emerging technologies. This
is a matter of great honour and pride for Invest
India to partner with a force that has bought
laurels, has been at the forefront of securing our
borders, fighting militancy and has been playing
a crucial role in our internal security dynamics. I
salute the bravery of the women and men of the
BSF.
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INTRODUCTION & STAKEHOLDER MAPPING
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India’s border management is an integral part of
the country’s defense and commerce. The state
secures sovereignty through maintaining and
regulating borders with neighboring countries.
India shares a land border with seven countries Afghanistan, Pakistan, Bangladesh, China, Nepal,
Bhutan, and Myanmar. India shares a 106 km
long border with Afghanistan, 3,323 Kms with
Pakistan, 4,096.70 kms with Bangladesh, 3,488
km with China, 1,751 km with Nepal, 699 km with
Bhutan, and 1,643 km with Myanmar. Indian
borders, like most man-made borders, are
political boundaries. India has 14,818 km of land
borders and a coastline of 7,516.6 km. All states,
except
Madhya
Pradesh,
Chhattisgarh,
Jharkhand, Delhi, and Haryana, have an
international border or a coastline. A big number
of India’s districts—92 out of 640, according to
the 2011 census—are border districts in 17 states.
Indian borders run through plains, hills,
mountains, deserts, riverine territories and
marshes. Managing such an expansive border is
a complex task, but it is vital from the point of
view of national security.

+
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According to the United Nations Security Council
(UNSC) Counter-Terrorism Committee, border
management is the first line of defense against
the movement of terrorists across borders and
the illegal cross-border movement of goods and
cargo. India’s border management comprises of
border region development, communication,
and coordination with the neighboring states
and programmes to enhance the national
interests of India. The role of government
departments is to regulate legitimate trade
between the borders and the mobility of people
across the country. Border management
maintains state presence in shared borders by
surveillance, patrolling, countering illegal entries,
and cooperating with police and officials in
neighboring countries. The borders need
security to regulate trade, travel, and illegal
cross-border
movements.
Fencing,
roads,
floodlights, and other developments are required
for the smooth functioning of border security
including Border Out Posts (BOPs) and Company
Operating Bases (COBs).

+

BSF: INDIA-PAKISTAN BORDER &
INDIA-BANGLADESH BORDER

+

+

History of BSF

02

The Border Security Force (BSF) was created on 1
December 1965, as a specialised force with the sole
responsibility of guarding India’s borders. The 1965
Indo-Pakistan War, initiated by Pakistani attacks
on Indian border outposts, revealed significant
structural problems with India’s border
protection strategy. Prior to the creation
of the BSF, the Indo-Pak border was
guarded by state police forces from 1947
to 1965. The police forces functioned
independent of the federal government
and
maintained
little
or
no
communication with other states. These
state forces were generally untrained for
their duties, lacked sufficient strength
and equipment, and had little or no
coordination with the Army or any central
police force. They also lacked a strong
intelligence infrastructure.
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9 April 1965, the 51st Infantry Brigade of the
Pakistan Army crossed into the Rann of Kutch,
guarded by the State Reserve Police Force of
Gujarat, and attacked and captured Sardar Post,
Chhar Bet, and Beria Bet border outposts in
Kutch, Gujarat. Central Reserve Police Force
(CRPF) and Indian Army troops had to be moved
into the area to aid the Gujarati police. Repeated
incursions by the Pakistani Army prior to April
and the continuance of such attacks until June
necessitated rethinking border security.
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The Emergency Committee of the Cabinet,
under the leadership of then-Prime Minister Lal
Bahadur Shastri, met on 20 April 1965, to discuss
police in the border protection role. On 17 May, a
meeting between the Union Home Minister, the
Union Defense Secretary, and the Chief of Army
Staff put forth a blueprint for what would later
become BSF. One of the most important
proposals was the need to combine all border
patrolling police units into one under the control
of the federal government. Suitable training,
appropriate equipment, command structures,
and appropriate roles were also discussed. On
6-7 June, a meeting of State Home Ministers
agreed to shift border protection duties to the
central government. The central government
appointed Indian Police Service (IPS) officer K.F.
Rustamji to act as a representative on behalf of
the paramilitary force to be formed. The
government also instituted a Special Study
Group to further explore effective border
protection. The group identified problems
associated with police protection of the borders
in order to recommend specific measures for the
new force. The recommendations of the group
formed the organisational structure of BSF.

+

+

It was born by combining 25 border battalions of
the states’ police forces. Five out of the 12 India
Reserve Battalions were also added to this new
force. BSF was initially formed under the CRPF
Act. Parliament passed the Border Security
Force Act, 1968, which contained BSF Rules. The
specific task was the protection of the
India-Pakistan
border.
BSF’s
formation
coincided with a cessation of hostilities with
Pakistan. The force’s first real test came in 1971
when it served as the first line of defense against
Pakistani invaders.

+
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Headed by a director-general, BSF consists of 159
battalions with 220,000 personnel. Delegated
duties are carried out by a variety of directorates
– operations, intelligence, IT, administration,
training, etc. The BSF is also one of the few
forces in India to have maritime and aviation
capabilities.
The role of BSF is distinct during times of peace
and war. During peacetime, its duties include
prevention of trans-border crimes, unauthorised
entry and exit, smuggling and similar illegal
activities, and to help the civil administration in
the maintenance of law and order and with
anti-insurgency operations. In war, it’s mandate
is to hold ground in less threatened sectors and
protect vital installations against enemy attack;
it is thus called upon to function as a second line
of defense. It’s regular duties also include border
fencing, floodlighting and the patrolling of roads
in the border areas to stop infiltration and
exfiltration. In addition to manning the border
areas and maintaining internal security in
disturbed areas, BSF personnel are being
seconded to other organisations including the
Special Protection Group, National Security
Guard,
Central
Bureau
of
Investigation,
Intelligence Bureau, National Human Rights
Commission, Narcotics Control Bureau, Research
and Analysis Wing and various State police
forces. The BSF has also been a part of the Indian
contingents to UN peacekeeping missions in
Namibia, Cambodia, Mozambique, Angola,
Bosnia & Herzegovina, and Haiti.
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People and borders keep shifting and nations
have
been
made,unmade
and
remade
throughout history. The reader should bear in
mind that at this early stage of this volume, we
speak not only of land borders but even
maritime borders and air borders. The evolution
of water and air wings of the BSF should be
understood in this connection as water bodies
and air space provide routes for communication
and transport. They are used to supply remote
BOPs and to survey the borders for a variety of
purposes.
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Role of BSF
The world’s largest border guarding force, BSF,
is tasked with protecting the Indo-Pakistan and
Indo-Bangladesh borders. Although border
protection is the primary function of BSF, India’s
growing
internal
security
threats
have
mandated it with other duties, such as
counter-insurgency, counterterrorism, disaster
management, and domestic peacekeeping.
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SSB: INDO-NEPAL
and Indo-Bhutan Border

After the Kargil war, the K. Subramanayam Committee’s report was
considered by a Group of Ministers for relocation of all
Para-military forces to achieve optimum efficiency by assigning
one border for each force. On 19 June 2001, SSB was given the
mandate to guard the Indo-Nepal Border (1751 kms.) and
was declared the Lead Intelligence Agency for that area.
The added responsibility of guarding the Indo - Bhutan
Border was given to SSB on 12 March 2004, along
with being declared the Lead Intelligence Agency
for that border. SSB is now spread along the
international border across Uttarakhand, UP,
Bihar, West Bengal, Sikkim, Assam, and Arunachal
Pradesh. SSB’s present charter of duties is to
safeguard the security of assigned borders of
India and promote a sense of security among the
people living in border areas. It also focuses on
preventing trans-border crimes, smuggling,
unauthorised entry into or exit from the territory
of India; and any other illegal activities. It also
carries out civic action programmes in the area of
responsibility.
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Indo-Tibetan Border Police
(ITBP): INDIA-CHINA BORDER

ITBP has been guarding the India-China border in Jammu &
Kashmir, Himachal Pradesh, Uttarakhand, Sikkim and Arunachal
Pradesh states from the Karakoram Pass in Jammu & Kashmir
to Jechap La in Arunachal Pradesh. The altitude of ITBP BOPs
ranges from 9,000 ft to 18,750 ft where the temperature
dips to (-) 45 degrees celsius. Their tasks include a vigil on
the northern borders, detection and prevention of
border violations, and promotion of the sense of
security among the local populace. They play a role
in checking illegal immigration, trans-border
smuggling and crimes. Security to sensitive
installations, banks, and protected persons as well
as restoring and preserving order in any area in
the event of disturbance is also an important
function. ITBP has also excelled in UN
peacekeeping operations.
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ITBP personnel were deployed for peacekeeping
operations in Angola, Namibia, Cambodia, Bosnia
& Herzegovina, Mozambique and Kosovo. Being
the first responder for natural disasters in the
Himalayas, ITBP was the first to establish seven
Regional Response Centers and carried out
numerous rescue and relief operations in all
disaster situations, which took place in their

04
+

ASSAM RIFLES:
India-Myanmar Border

+

Assam Rifles is the oldest paramilitary force
which was raised in 1835. It is often referred to as
the “Friends of the Hill People” and the
“Sentinels of the North East”. It was placed under
the Ministry of Home Affairs (MHA) in 1965 for
administrative control, with the Army retaining
the operational authority. Currently, the Assam
Rifles has an approx. strength of over 65,000
soldiers and the Force has been divided into 46
battalions and various support units and
establishments. The battalions of Assam Rifles
are organised and mandated to perform two

+
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areas of responsibility as well as other parts of
the country. It conducts a large number of
medical civic action programmes in remote
border and terrorist affected areas to provide
free and expert medical, health and hygiene care
to the civilian population in the villages.

roles namely, for guarding of the Indo-Myanmar
border as the primary role, and to undertake
tasks pertaining to Counter Insurgency as its
secondary role since there is an overlap in these
responsibilities owing to the nature of
Indo-Myanmar Border. Unlike our western
borders, this border is porous and unfenced
except for a mere three kilometers of fenced
portion. They have also been credited with
playing a role in integrating the tribal population
with mainstream India.

+

+

Coast Guard for
Maritime Border

The Indian Coast Guard (ICG) is a maritime law
enforcement, search and rescue agency of India
with jurisdiction over its territorial waters
including its contiguous zone and exclusive
economic zone. The Indian Coast Guard was
formally established on 1 February 1977, by the
Coast Guard Act, 1978 of the Parliament of India.
It operates under the Ministry of Defense. Their
mission is safety and protection of artificial
islands,
offshore
terminals,
and
other
installations, protection, and assistance to
fishermen and mariners at sea as well as
preservation and protection of marine ecology
and environment including pollution control.
They also assist the Department of Customs and
other authorities in anti-smuggling operations
and work with law enforcement in territorial as
well as international waters. They play a
significant role in scientific data collection and
support as well as national defense during

hostilities (under the operational control of the
Indian Navy). By the end of 2012, the Indian Coast
Guard was on track to operate 42 Coast Guard
Stations, five Coast Guard Air Stations and 10
Coast Guard Air Enclaves.
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Terrain as a Component of
Border Management
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Terrain plays an important role in the planning
and execution of border security. This factor of
border defence is made more problematic by
India’s diverse geography and demography. The
terrain of present day Gujarat Frontier is
characterised by a three band spectrum.
- Sand deserts in the Barmer Sector
- Salt waste land called the Rann under
Gandhinagar
- Bhuj Sectors and the volatile Creek area
including the marshy stretches of the Harami
Nala in the Bhuj Sector.

+
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Vast barren spaces have made the physical
domination of the entire area very difficult.
Primitive communications coupled with the
paucity of clean potable water and landmarks
hampered operations in numerous ways. High
intensity winds and dust storms sweep across
the area in a South-West (SW) to North-East (NE)
direction for most part of the year. This restricts
mobility and the ability to detect and prevent
criminal activities. The Rann of Kutch turns into a
flat salty waste when dry. It becomes soggy
enough during the Monsoon season to make
troop movement practically impossible.
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Readers can understand for themselves, the
travails of securing the nation’s borders in these
circumstances. The border areas of Rajasthan are
characterised by cultivable area, semi-arid zones
and the great Thar desert. Over time the
northern districts of Rajasthan witnessed
considerable development because canals were
laid in the region and agriculture prospered. The
southern portion of the Rajasthan border
comprises a large semi-arid zone and the Thar.
Sparse vegetation, shifting sand dunes and
strong dust laden winds cause considerable
difficulty in dominating the area. On the other
hand, the northern border of Rajasthan, with
widespread cultivation and settlements close to
the International Border (IB) warrants close
surveillance and other special security measures.
The stretch of IB in the Punjab Frontier is 553 km
at present. This includes about 500 km of IB and
53 km of riverine border. Land here is fertile and
yields multiple crops. There are three main rivers
i.e. Ravi, Sutlej and Beas which flow in the plains
of Punjab and twine around IB at several places.
The water level in these rivers remains at 10-15 ft
during summer and at approximately 20-50 ft
during monsoons.

+

+
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Routine border domination has always been an
uphill task in the riverine border.belts. Ravi and
Sutlej have created numerous bulges where
small pockets of Indian territories are practically
surrounded by Pakistani territory. The people on
either side of the IB speak Punjabi. Though
agriculture is the main occupation, some
percentage of border population have developed
ties
with
spies,
smugglers
and
other
anti-national elements on either side of the IB to
make easy money. Huts, deras, tube wells and
farm houses, which developed during the Green
Revolution, serve the varied interests of
smugglers etc. as well.

+

The border areas of Jammu comprise a
combination of the IB and Line of Control (LoC).
The areas adjoining Kashmir in Rajouri are
mountainous. Next to these high mountains are
a layer of hills which finally descend into the
plains. The line of control moves down the Pir
Panjal range in the North-West (NW), moves
around Poonch and Rajouri to join the
demarcated border in the Chhamb and Sangam
point. The terrain in the LoC area is mountainous
and heavily forested. The area around the IB is
also diverse. The presence of mini-ravines in
Paharpur and the undulating ground on the left
bank of the Chenab make matters worse. A
number of rivers and wide nallahs flow and
Jammu Tawi. These remain inspite during the
rains. These nallahs are axial and can be used for
navigation by assorted miscreants. The banks of
the above mentioned rivers are covered by thick
sarkanda grass. The thick tall grass, deep ravines,
swift flowing rivers and nallahs in this area make
the task of the BSF extremely difficult.

+

In the east, things are more complex. The
India-Bangladesh boundary line enters the main
land from Bay of Bengal through the Sunderbans
– perhaps the world’s largest mangrove forest.
This area,the abode of the Royal Bengal Tiger, is
full of swamps, creeks and water channels
overgrown with thick mangroves.The boundary
line moves north and later east to enter the
Indian State of Assam. Generally, the terrain is
flat with dense habitation close to the boundary
line. People on both sides of the IB speak the
same language and share cultural bonds.
Cultivation on both sides extends right up to the
border. The rivers remain in spate during rainy
season and often become raging torrents.

+

+

+
of India with Bangladesh is also varied. The
border in Lower Assam, along Dhubri district, is
riverine. Upper Assam, i.e. the Cachar district, is
characterised by the presence of hills and a low
density of population.
The border areas of Meghalaya with Bangladesh
follow a definite pattern of hills mainly on the
Indian side and plains mainly on the Bangladesh
side. The hills are low, steep and heavily forested.
The rivers and nallahs emanating from the hills,
that come under India, flow towards Bangladesh.
Habitation in border areas comprises of tribal
people. The border area of Tripura is a mix of
plains and varied promontories. The hills have a
good forest cover. The population on both sides
of the IB thrives on agriculture. The border areas
of Mizoram with Bangladesh are mountainous
and forested.

+
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The area gets flooded during the monsoons. This
makes the routine domination of this border
difficult. The border of the North-Eastern states

+

+
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Camel Cavalry
Contingent of BSF

The concept of an Indian camel cavalry or
camelry first came into being in Rajasthan
during the 15th century. In the year 1465,
Maharaja Rao Jodha’s son left the city of Jodhpur
in order to establish his own empire with a
cavalry of 100 camels, choosing to reside in
present-day Bikaner. There are a few and
occasional mentions of camelry in parts
Rajasthan in the 19th century as well. However,
post-independence it was subsumed in the
Indian Army, within the Artillery Regiment, and
went on to participate in the battles of 1948 and
1965. The camel cavalry played a critical role in
the 1971 war, and got showcased by the BSF at

Rajpath as part of the Republic Day Parade in
1976. 1986 onwards, once KS Rathore, the
Inspector General of the BSF, took charge, a band
constituting camels w also set up under the
branch, which later performed at the 1990
Republic Day parade after three years of
dedicated practice. On an average, camels stay in
service for 15 years, forming part of three
sub-categories: the Jaisalmeris (those with a
study physique), the Bikaneris (the fast runners)
and the Nachnas (the ceremonial performers).
The camels’ training, thus, depends on the
category they will one day constitute.
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ROLE OF MHA
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In accordance with the recommendations
provided by a group of ministers on border
management, the Department of Border
Management (DoBM) was set up in the Ministry
of Home Affairs (MHA) in January 2004 to pay
attention to the issues relating to management
of international land and coastal borders,
strengthening of border policing and guarding,
creation of infrastructure like roads, fencing and

+
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02
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+
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All matters that relate to management of
land-borders (excluding LOC in J&K sector).
All matters that relate to coastal borders,
with the inclusion of the islands, Andaman
& Nicobar and Lakshadweep, etc.
Matters that relate to the fencing and
floodlighting of the Indo-Bangladesh and
Indo-Pak border-region.
Strengthening border policing, surveillance
as well as patrolling in all land and coastal
border areas.
Creating an infrastructure that includes
construction of motorable roads, along with
provision of communication facilities, etc. at
the borders.

+
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floodlighting
on
the
borders
and
the
implementation of Border Area Development
Programme (BADP). With time, the DoBM has
also been responsible for the construction of
thirteen integrated check posts and the
international
borders.
The
functions/
responsibilities of DoBM inter-alia includes the
following:

07
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Analysing intelligence reports as well as
communication of actionable intelligence
with concerned agencies relevant to
international borders.
MHA’s inputs on demarcation
international borders.

of

the

Composing
strategy
that
defines
complementary roles of state governments
and that of the center in the management
of borders.
All matters related to implementation of the
BADP.

+

Development of ICPs on the land borders of
the country including setting up of LPA

Developing infrastructure in the coastal
borders.

Border
management
by the MHA
can be
+
categorised
into two
essential
processes:

+

+

a) Border Management-I (BM-I): This
segment deals with issues related to
the strengthening of international
land border regions, their policing
and safeguarding which encompass
management of land border areas by
establishing and improving
infrastructure like border-fencing,
roads, floodlighting and Border
Out-Posts (BOPs). BM-I Division is
also concerned with matters of the
Empowered Committee on Border
Infrastructure (ECBI).

+

+

b) Border Management-II (BM-II): This
segment deals with matters relating to
the BADP as well as the LPAI. The BADP
is a centrally-sponsored initiative
implemented by the state
governments. The CSS is has been
implemented in different phases,
providing financial assistance for the
creation of infrastructure relating to
coastal borders’ security in the coastal
states/ UTs. BM-II Division is also
concerned with the setting up of the
LPAI, entrusted with the development
and maintenance of ICPs on the land
border areas of the nation,
coordinatingwith various stakeholders.

+

+

+

+

+

+

+

+

+

+

03

+

Initiatives by the
Government
of india
+
+

+

+

+

+

+

+

+

+

+
11

03

INITIATIVES BY THE GOVERNMENT OF INDIA
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The Government of India is committed to
ensuring the safety and security of its citizens,
residents, investors, visitors, and the associated
entities from cross-border threats and illegal
acvtivities. Border management and security is
one of the essential elements of this
commitment and the Government of India has
taken several steps to ensure secure and
non-porous borders of our country. The security
and surveillance of a border region, due to its size
and complexity is heavily dependent on the Area
of Interest (AoI). The AoI is under 24x7 vigilance
of security forces, using both personnel and
equipment to ensure a continuous and effective
watch over the area. The government has taken
several initiatives to enhance border security. The
key initiatives are listed below:

+

+

The border areas are currently guarded using
fences, floodlights, intrusion detection sensors
and patrolling security personnel. To prevent
illegal migration and illegal activities,
including anti-national activities from across
the border, the Government of India had
sanctioned the construction of border fencing
with floodlights in two phases. The stretches
where a physical fence is not feasible will be
covered by a technological solution. Perimeter
Intrusion Detection System (PIDS) comprising
multiple types of sensors and/or Long-Range
Reconnaissance and Observation Systems
(LORROSs) have been installed or are in the
process of deployment in strategically crucial
regions. These have proven to be effective in
the detection, identification, classification and
recognition of intruders or other threats.

+

+

Comprehensive
Integrated
Border
Management system (CIBMS) is a five-layer
security system for border management with
the objective of implementing the D4R2
(deter, detect, discriminate, delay, response,
recover) principle on the border. The CIBMS
uses low-light CCTV cameras, thermal
imaging,
night-vision
devices
(NVDs),
surveillance
radars,
laser
beams
and
underground monitoring sensors to detect
infiltration via land, underwater, air and
tunnels. It includes the integration of
manpower, sensors, networks, intelligence
and command & control solutions to improve
situational awareness at different levels of the
hierarchy in the border guarding forces to
facilitate prompt and informed decision
making and quick response to emerging
situations. The Indian Government has taken
an initiative to cover the area where a physical
fence is not feasible with non-physical barriers
in the form of CIBMS in multiple phases.

+

+

+
The DoBM is implementing CSS in phases with
the
objective
of
strengthening
the
infrastructure and capabilities of Coastal
Police for the patrol and surveillance of coastal
areas, particularly shallow areas close to the
coast.
CSS (Phase I): Phase I was implemented from
2005 to 2011 with an outlay of INR 646 crore.
Under this scheme, coastal states/UTs were
provided with 73 Coastal Police Stations (CPS),
97 check posts, 58 outposts, 30 barracks, 204
interceptor boats, 153 jeeps, 312 motorcycles
and 10 Rigid Inflatable Boats (RIBs).

+

CSS
(Phase
II):
Phase
II
is
under
implementation till 31 March 2020, with an
outlay of INR 1,579.91 crore. Under this scheme,
coastal states/UTs have been sanctioned 131
CPS, 60 jetties, 10 Marine Operation Centres,
150 boats (12 Tons), 75 special category
boats/RIBs, 131 four-wheelers and 242
motorcycles.
The government has established a border
management system for round-the-clock
surveillance along with most parts of the
western border covering a total of 2,900 km to
check infiltration. A proposal for the
construction of 422 Composite BOPs (total
BOPs along IPB and IBB), at an estimated cost
of INR 2,584.86 crore has been approved by
the
government.
Detailed
risk
and
vulnerability assessment had been done for
vulnerable BOPs along the Indo-Bangladesh
border. Accordingly, these BOPs have been
strengthened by the deployment of additional
personnel, advanced as well as customised
surveillance equipment and vehicles along
with other infrastructure support.

+

The ICG has been undertaking Community
Interaction Programmes (CIPs) for the
fishermen to spread awareness about safety
issues at sea. The CIPs are also conducted to
sensitise the community on the prevailing
security situation and develop them to be the
eyes and ears for intelligence gathering.
fishing

+
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INITIATIVES BY THE GOVERNMENT OF INDIA

+
The LPAI, which was established in March 2010,
provides single window infrastructural facilities
such as warehouses, examination sheds, parking
bays, weighbridges etc. for the cross-border
movement of passengers and goods at
designated locations on the international land
borders of India with Bangladesh, Myanmar,
Nepal and Pakistan. The LPAI undertakes this by
setting up ICPs at the existing Land Customs
Stations. The ICPs are envisaged to provide all
the facilities required for the discharge of
sovereign and non-sovereign functions to enable
smooth cross border movement of individuals,
vehicles and goods under an integrated complex.
These would facilitate the processes of
immigration, customs, security, quarantine, etc.

+

+

+
technological trends across the world. The Indian
military has long operated Israeli Searcher and
Heron
drones
for
Command,
Control,
Communications,
Computers,
Information/
Intelligence, Surveillance, Target Acquisition and
Reconnaissance (C4ISTAR) roles and possesses
anti-radiation suicide drones.
The Centre for Artificial Intelligence and Robotics
under the DRDO is helping in improving the
technology
used
in
border
areas
for
communication and surveillance. Important
innovations like the Radio Trunk System (RTS)
and the Radio Local System (RLS) have
significantly improved military communication
in the border areas.

+

+

The use of drones for surveillance and security
purposes has been one of the emerging

+

+

+

+

+

+

+

+

+

+

+
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SURVEILLANCE & BORDER MANAGEMENT ISSUES

+

The ongoing Border Development Program under
the Department of Border Management in
Ministry of Home Affairs, Government of India,
faces a set of external and internal threats like
mass migration into India, cross-border terrorism,
penetration and ex-filtration of armed militants,
illegal smuggling from or into India. A strong
collaborative initiative is required with MHA and
the Defense ministry as well as involving other
defense ministries from the neighboring state. A
major consequence of a porous border is the ease
with which it is crossed illegally. The various
border security threats are broadly classified
under the following categories:

+

1. Infiltration and ex-filtration of armed militants
2. Non-state actors
3. Narcotics and armed smugglers
4. Illegal migrations
5. Separatist movements aided by external powers
6. Export of fundamentalist terrorism
7. Smuggling of counterfeit Indian currency
The trend of illegal migration from Bangladesh
into India has continued since independence.
Various push factors such as political upheavals,
religious persecution, demographic pressures,
environmental crises and pull factors such as
availability of land, employment opportunities,
medical care, and education have contributed to
the large-scale influx into India. There are no
authoritative estimates of the number of such
illegal migrants. Estimates vary from between 4
and 5 million to 10 and 14 million. The Task Force
on Border Management headed by Shri Madhav
Godbole, which submitted its report in 2001, put
the figure at 15 million, with 300,000 Bangladeshis
entering India illegally every month. This illegal
migration has changed the demographic profile
of many border states, which has resulted in
separatist movements.

+

International
borders
with
Pakistan
and
Bangladesh runs through diverse terrain
including
deserts,
marshes,
plains,
and
mountains. This porosity of borders facilitates
various illegal activities such as smuggling,
trafficking of humans, drugs, arms, and
infiltration. Constant border skirmishes with
Pakistan along the LOC makes India highly
susceptible to cross-border terrorism. Similarly,
India’s border with Myanmar is threatened by
several insurgent groups that have found
sanctuaries in jungles along the border. Political
boundary issues of enclaves and adverse
possessions in Bangladesh have resulted in
political sensitivity along the entire eastern
border.

+

+

+

+

+

+

+

+

+

+

+

Manipur along the India-Myanmar border; seeking
help from the local authorities of Manipur for
shelter inside the Indian territory. The Rohingya
crisis has also further hyphenated Myanmar’s
border management with Bangladesh’s, adding
to the concerns of separatists along the North
East. This has exposed a severe lack of political will
to work towards solving crucial issues in the
neighborhood that can be leveraged during
moments of crisis.

Following the recent military coup in Myanmar in
April 2021, the bloodshed and upheaval caused
over 1000 natives to flee to India, to escape
violence. Scores of Myanmar nationals took
shelter in No Man’s Land near Moreh town in

+

+
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+

At the bilateral level, border trade is a major
confidence
-building
measure
(CBM)
especially between India and China, and
India and Pakistan as it reduces trust
deficits,
encourages
constructive
engagements, stabilises the borders by
reducing frictions and importantly, gives a
legal basis to the hitherto disputed
international borders. At the local level,
opening of trade routes brings economic
prosperity to the
people residing in the far-flung border areas
have a positive impact on their emotional
well-being. It also aids in better border
management as attention gets focussed on
better regulation of the traffic of goods and
people across the international border.

+

Opening up the borders for trade and travel
is a political decision taken by governments
keeping in mind the political benefits as
well as security concerns. If the political and
security costs of opening up the border is
high, governments will be naturally
reluctant to allow greater cross border
socio-economic and cultural interactions.

+

Opening the routes for trade has also
resulted in large-scale smuggling of
contrabands through the trading posts. For
instance, in Zokhawthar LCS, between 2009
and 2013, a total of 106 cases of smuggling
amounting to INR 2.1 crore had been
detected. 106 readymade garments, foreign
liquor, foot-wears, electronic items, toys,
zarda, and khaini are the items that are
smuggled the most through Zokhawthar
LCS. Reports of smuggling of commodities
are reported at the trading posts along the

+

India-China border as well. In 2012 at
Namgaya Shipki La, the police had
reportedly seized a consignment of
high-value pashmina wool worth INR 9
crore.
Lack of economic opportunities often
makes the border population more
susceptible to illegal activities such as drugs
and smuggling. Additionally, difficult terrain
and lack of proper roads and infrastructure
keeps the border areas inaccessible and
underdeveloped. As a solution to tackle
these issues, the government initiated the
‘Border Area Development Program’ (BADP)
in 1987, to facilitate the provision of the
required socioeconomic infrastructure and
adequate security, and to eliminate a sense
of alienation among the population living at
the border. BADP schemes include the
development
of
community-based
infrastructure such as forestry, fishery
ponds, parks, community centres, markets
and mobile dispensaries. BADP also takes
up security-related schemes.

+

+

To reduce time and manpower and make for
a more efficient case of sans-issues border
management, the use of Smart Border
Technology is employed, based on current
global technology trends to increase the
efficacy of border forces, while cutting on
costs. India’s preliminary efforts towards
border development including the adoption
of technology for surveillance in the border
areas has resulted in increased efficiency
and accuracy of check posts and data
tracking while lessening the burden of the
roots on the ground.

+

+

+

+
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CAPACITY BUILDING & CASE STUDIES
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+

+

RECOMMENDATIONS

1.

Smart Inspection System (SIS) at Border areas
to allow only legitimate people to engage in cross
border activities: Full cycle Installation and
Maintenance System for advanced scanning
technologies and enabling Vehicle Trans ponding
Framework (VTF).
Potential Outcomes and Benefits:
◆

+

◆

◆

+

+

Save time and manpower to detect concealed
weapons, drugs, illicit radiological material etc.
Using noninvasive inspection techniques such
as explosive vapor detectors, full body
scanners, metal detectors and handheld
substance detectors, etc.
Install a pre-screening application and
inspection process to make the transponder
installed vehicles driven by personnel with
proper background verification and compliant
with laws and regulations.

2.

Leveraging surveillance radar or sensor
information and data generated through suitcase
SATCOM terminals, Long-Range Reconnaissance
and Observation Systems (LORROSs). Developing
models to analyse rise and fall in illegal activities
and movement of trespassers across border using
predictive analytics and machine learning and to
reduce Turn Around Time (TAT) for threats/incident
responses.

+

+

+

Potential Outcomes and Benefits:

◆ Descriptive analytic models for threat
classifications, friend/foe segmentation,
availability of time and resources for incident
response.

+

+

+

3.

Better ways to encrypt data during
communication from command centre to border
posts or vice versa. Using Roots of Trust (RoT)
technology, in the Internet of Things (IoT) devices
to make secure data accessible in a wider number
of self-encrypting drives (SEDs) - capitalising on
Big-Data analytics and cloud computing to secure
the confidentiality of data.

and

4.

State-of-the-art
weapons:

+

high

◆

+ 18

RoTs provide a Trusted Execution Environment
(TEE) to perform one or more proven

+

+

easy

to

end

technology

a. Using Big-Data capabilities to generate insights
on the various advancements in the field of
weaponry all over the world.
b. Predictive analytics based models to detect
demand of weapons during peacetime and
wartime.
c. Generating insights from current state of affairs
& global socio-economic trends to build
predictive models anticipating attacks &
threats.
d. Providing budget vs. forecast models on
revenue allocations and expenses made on
weapons and equipment.

+

Potential Outcomes and Benefits:
◆ Reduce costs and time on strategising weapon
inventory.
◆ Knowledge to help in decision making for
investment in robotics machinery thereby
leading to reduced man-power.
Ability to take preventive action before any
threat is out in the open.

5.

Infrastructure for training border security
personnel: Computer Based Training (CBT) for
newly recruited border security personnel.
Potential Outcomes and Benefits:

+

◆ Have better insights into preparation of training
packages using big data analytics.
◆ Decrease the training costs and enable sharing
of knowledgeable, best practices and learnings
across various security forces.
Proper border management ensures the security
of border areas, welfare of the border population
and integrating them in the national mainstream,
prompt resolution of border related problems and
maintaining cordial relations with neighboring
countries and this will require a certain amount of
diplomatic acumen on the part of border guarding
force commanders and a clear-cut mutually
acceptable framework for solving issues.

Camel Cavalry

Potential Outcomes and Benefits:

are

◆ VC can guarantee the integrity of the data and
the computations without incurring the
performance costs associated with achieving
confidentiality.

◆

◆ Identify key pain points of repetitive intrusion
and act on forecasting based incident pattern
analysis.

◆ Data visualisation tools for presenting
inferences.

cryptographic functions
interact with a simple UI.

+

+

+

+
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BSF's Contributions to
Major Military Operations

+

+

+

+

1. Kargil War

3. Left Wing Extremism (LWE) Operations

One Battalion of BSF was deployed on the
strategically important Kargil heights besides the
four regular Army Battalions along the LoC. BSF
had the responsibility to defend the Chennigund
area independently along the Forward Defence Locations (FDLs)
assigned to unit.
The area of responsibility assigned to the brigade
being large, there were huge gaps between the
FDLs. These gaps had prepared defenses ready to
be occupied in contingency. Continued occupation
of the Defended area by BSF which included FDLs
like Kaksar, Chennigund, Kargil and the highest
post of the sector i.e., Chorbat La complex (17,000
ft) overlooking the historic Silk Road provided
the Indian Army with a firm base to launch
counterattacks to get the occupied territory back.
The BSF Battalion HQ Chennigund became
launching pad for the troops being inducted in
Kaksar area.

In 2021, BSF’s director-general Rakesh Asthana, in a
joint statement with Odisha State Police discussed
the strategies to combat Left Wing Extremism
present in the pocket areas of the state. At present
the BSF has deployed 48 companies (eight
battalions) together in Koraput, Malkangiri,
Rayagada and Nabrangpur districts to carry out
anti-Naxal Operations in co-ordination with the
state police. The BSF deployment was made in the
state during the peak of LWE hostility in 2010. BSF
jawans, in the past, have been deployed in the
Maoist hot-bed of Koraput and Malkangiri districts.
In Chhattisgarh, the BSF has played an important
role in controlling the Left wing extremism – the
force has been deployed mainly in the districts of
Kanker, Narayanpur and Kondagaon of the state.
Apart from conducting operations against
Maoists, the BSF has also spearheaded several civic
action programs to benefit the local population.
During the corona crisis, BSF distributed food
packets to the needy people as well as distributed
masks.

+

2. 1971 War

+

The BSF was only about five years old when K.F.
Rustamji (the first Director General of BSF) was
called by the then Prime Minister, Indira Gandhi.
The PM authorised the BSF to take on Pakistani
troops in erstwhile East Pakistan, several months
before the India-Pakistan war erupted on 3
December 1971. BSF’s capabilities were used in the
Indo-Pakistani War of 1971 against Pakistani forces
in areas where the regular military forces were
thinly spread. BSF troops took part in several
operations including the Battle of Longewala. BSF
had trained, supported and formed part of Mukti
Bahini and had entered erstwhile East Pakistan
before the actual hostilities broke out. The BSF
acted as the link between civil and military
authorities and kept them ‘clued-in’ regarding the
overall situation. Even while fighting fiercely
against the Pakistani troops, the force also had to
manage the thousands of refugees pouring into
India from all corners of Bangladesh. They were
evacuated and provided shelter.

+

+

+

+

+

+

4. North East Insurgency
India’s 5,800-km long land border with Myanmar
and Bangladesh extends across Assam, Tripura,
Mizoram, Meghalaya, West Bengal, Nagaland,
Manipur and Arunachal Pradesh. All these States
have faced, or continue to face, trans-border
terrorist and separatist challenges. BSF plays a
significant role in strengthening the security,
rehabilitation of people affected by militancy,
bringing underground outfits to the main-stream
through
negotiations,
confidence-building
measures etc. Diplomatic initiatives pertaining to
security-related issues with Bangladesh and
Myanmar are also taken to strengthen the security
situation there.

+
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INDUSTRIAL OPPORTUNITIES FOR COLLABORATING WITH BSF
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BSF's Contributions to
Major Military Operations

+

Collaboration of BSF with industry is the key to
augment innovation and growth in technology,
under its aegis. While industry often highlights the
address of solutions that are of near-term
commercial value and focuses on building new
knowledge through research and imparting
education to students, the amalgamation can yield
accelerated development of new breakthroughs.

+

BHUMI - BSF GRAND
CHALLENGE12

+

To leverage the innovations created by the Indian
entrepreneurs and to build on the mission of
Atmanirbhar Bharat, BSF seeks to organise
Hackathons with Indian startups and premier
Institutions for cost effective solutions to
strengthen the border security scenario. In
compliance to the directions, Ministry of
Electronics & IT Startup Hub (MeitY Startup Hub) is
collaborating with BSF to provide access to the
platform, resources, startups, and institutions
which can be engaged in this process of solution
identification based on problem statements as
provided by BSF. The problem statement provided
by the BSF includes three areas of focus and
technology development for charting out an
effective indigenous solution to BSF specific
problems in order to improve overall border
security scenario.

+

Big-Data and Predictive Analytics for Smart
Borders

+

Security organisations collect vast amounts of
data. This data along with analytics can be used to
make more insightful, forward-looking decisions
about readiness, logistics, manpower, intelligence,
and a host of other critical security concerns.
Seamless integration of strategic intelligence with
operational and tactical Intelligence across
defence services and other agencies is needed and
this can be made feasible using Big Data analytics.

+

Some possible applications for big data and
predictive analysis are as below:
a) Signal intelligence, cyber intelligence and
intelligence from social media platforms can be
integrated
with
operational
and
tactical

+

+

platforms/sensors thus providing actionable
intelligence to troops on ground and value inputs
to decision makers to timely deploy resources and
take corrective actions.

+

b) Better management of land borders and
maritime security can be achieved by having a
terrain/traffic/asset
analytical
layer
on
digital/raster maps. This can act as a useful tool in
formulating plans.

+

c) Analytics can revolutionise the supply chain
management system by creating diagnostic tools
for fleet / equipment management, ammunition
management (manufacturing – storage –
replenishment) and inventory management.
d) Cognitive analytics with behaviour prediction is
an essential tool for the decision makers in the
defence forces.

+

+

+

+

+

+

World of Big Data and Predictive Analytics
The Big Data technology and services market is
estimated to grow at a CAGR of 22.6 vper cent from
2015 to 2020 and reach USD 58.9 billion in 2020. It
can be utilised for intelligence gathering since
inputs for national and military intelligence are
obtained continuously. Big data analytics-based
intelligence can provide the requisite output for
decision-making and conduct of operations. One
of the most important features of higher-level
diagnostics is that it can show us anomalies in
overall patterns, uncovering critical factors one
may not even have considered. Predictive analytics
and other AI powered crime analysis tools have
made significant strides since those “pioneering”
times.
California-based
Armorway
(now
Avata
Intelligence) has been using AI with game theory
to predict when terrorists or other threats will
strike a target. The United States (US) Coast Guard
uses the Armorway software for port security in
New York, Boston and Los Angeles, drawing on
data sources that includes passenger load
numbers to traffic changes, and creating a
schedule that makes it difficult for a terrorist to
predict when there will be increased police
presence.
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The collaboration between BSF and the
AGNIi Mission under the Office of the
Principal Scientific Adviser (PSA) to the
Government of India, will support BSF in
upgrading and modernising capability
through emerging technologies. This
will help BSF identify and engage
Indian emerging technology most
relevant to the Force’s needs:
- Informing and supporting BSF's
modernisation and acquisition decision.
- Aligned to the Prime Minister’s
Aatmanirbhar Bharat priority, the
Ministry of Home Affairs’ Police
Modernisation
programme,
and
Cabinet Secretariat’s and Office of PSA’s
Empowered
Technology
Group
initiative.

+
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+

+

+

It will drive strategic upgrade and operational transformation of the world's largest
border guarding force underpinned by cutting edge emerging tech. Areas like
SMART border, livability, communication, surveillance, cyber security etc. are being
looked into and new tech insertions are being planned along with a long term
partnership with the force to continuously support its modernisation plans.
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